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ABSTRACT

The project on "Crime Prediction in Video-
Surveillance Systems" presents a forward-
thinking Al-driven surveillance solution for
enhancing public safety by predicting and
detecting Robbery Behavior Potential (RBP)
environments

The

in indoor through video

analysis. system integrates three
specialized detection modules - head cover
identification, crowd density analysis, and
loitering behavior tracking - each targeting
early suspicious activity indicators. For head
cover and crowd detection, we retrained the
YOLOVS5 object detection model using a
custom annotated dataset, while introducing a
novel Deep SORT tracking algorithm
implementation for precise loitering behavior
analysis. These components feed into a fuzzy
inference engine that applies expert-defined
rules to assess robbery threats, addressing

significant challenges including behavioral

variability, diverse camera angles, and
typically low-resolution footage. During real-
world testing on surveillance videos, the
system achieved an initial F1-score of 0.537,
which improved to 0.607 when evaluating
RBP against a defined robbery detection
threshold - outperforming existing methods.
This demonstrates the system's potential to not
only detect but proactively prevent robberies,
thereby reducing losses and significantly
enhancing situational awareness for security

operators in control centers.

Keywords: Robbery Behavior Prediction, Al
Surveillance, Crime Prevention, YOLOVS,
Deep SORT, Fuzzy Logic, Anomaly

Detection, Security Cameras, Computer
Vision, Behavior Analysis, Indoor Security,

Public Safety Al.

L. INTRODUCTION

Phishing Robbery prediction is a security
enhancement technique that uses computer

vision and machine learning to identify
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potential criminal behavior in surveillance
footage. In modern security systems, most
monitoring relies on passive video recording
and human observation. Using artificial
intelligence in security cameras transforms
these systems into proactive tools that can
alert operators to developing threats in areas
such as retail stores, banks, ATMs, and other
indoor spaces with valuable assets. The users
who monitor security cameras have been
able to access more sophisticated analysis
with the development of deep learning and
computer vision technologies.[1] While this
provides greater surveillance capabilities, it
has revealed significant gaps in predictive
crime prevention[2]. Thus, the need for

intelligent systems that can anticipate

criminal behavior before it occurs has
emerged. These systems must detect several
key behavioral indicators: suspicious
loitering, face concealment, abnormal crowd
gathering, aggressive movements, and
unusual object handling. It causes pecuniary
loss and intangible damages.

In FBI crime data reveals property
crimes, including robberies, caused $3.8
billion in losses during 2022. Complementary
research from London's Metropolitan Police
shows 60% of bank robberies exhibit
detectable warning signs prior to commission
[3]. The most prevalent and identifiable

precursor behaviors include face concealment
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(occurring in 82% of cases) and prolonged
loitering (observed in 68% of incidents).
These measurable patterns provide critical
opportunities for Al-powered surveillance
systems to intervene preemptively. Current
security systems typically identify robberies
only during or after commission, while these
findings demonstrate that approximately 3 in
5 cases present observable warning signs
beforehand [5]. Face concealment emerges as
the most common indicator, present in 4 out
of 5 robberies, followed closely by suspicious
[6][7].

empirical

loitering patterns These metrics

establish a foundation for

developing behavior-based  prediction
models, suggesting that automated detection
of these specific precursors could prevent a
majority of robbery attempts if identified in
real-time surveillance systems.

Normal: Safe websites with normal services
Suspicious: Website performs the act

of attempting to flood the user with
advertising or sites such as fake
surveys and online dating etc.

Threatening: Clear predatory behaviors

including face concealment, prolonged
surveillance of targets, or testing security
responses.

There is a significant risk of property crimes
occurring undetected. For these reasons,
predicting robberies in commercial spaces is

increasingly urgent, technically challenging,
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and critically important. As robbery
techniques have become more sophisticated
in recent years, the financial losses and
psychological impacts on victims have grown
substantially. Modern surveillance must now
anticipate crimes before they occur, requiring
advanced analysis of subtle behavioral cues

that often precede criminal acts.

The proposed Al-driven surveillance system
addresses these challenges by integrating
computer vision and machine learning to
detect early robbery indicators[4]. By
analyzing real-time footage for suspicious
face concealment,

behaviors such as

abnormal loitering, and crowd density
anomalies[13] the system provides actionable

alerts before crimes occur.

Our approach leverages YOLOVS for object
detection, Deep SORT for tracking, and a
fuzzy inference engine for threat assessment,
achieving an Fl-score of 0.607 in validation

tests.

This innovation not only enhances security

but also reduces financial losses and
operational disruptions. As robberies evolve,
Al-powered prediction becomes essential for
proactive crime prevention, offering a
scalable solution for retail, banking, and high-

risk indoor environments.

II. RELATED WORK
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Existing Research and Solutions Prior work
in robbery prediction has primarily focused
on post-event forensic analysis or real-time
crime detection. Traditional surveillance
systems rely on motion sensors and facial
recognition (Chen & Jain, 2020), but lack
predictive capabilities. Recent approaches
using CNN-based anomaly detection (Wang
et al., 2021) achieve 68-72% accuracy in
identifying suspicious behaviors. However,
these methods often generate false positives
in crowded The
comparable work by Lee & Park (2022)
YOLOv4 with optical

environments. most

combines flow
analysis, reaching 0.49 Fl-score for robbery
prediction. Commercial systems like IBM
Safe Retail use thermal mapping but require
specialized hardware. Our solution|14]
advances these efforts by integrating multi-
behavior analysis with fuzzy logic,
addressing critical gaps in early prediction
accuracy and system adaptability for diverse

indoor settings.

Problem Statement: The Current surveillance
systems detect robberies only during/after the
act, leaving businesses vulnerable. Existing
solutions[10][11] fail to: (1) predict crimes
pre-occurrence, (2) adapt to diverse indoor
environments, and (3) reduce false alarms.
With 60% of robberies showing detectable
precursors, there’s urgent need for an Al

system that accurately identifies[12] early
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behavioral threats using standard security
cameras.

Developing an Al system using YOLOVS5
and Deep SORT to predict robberies by
analyzing face concealment, loitering, and
crowd patterns istandard surveillance

footage.

III. METHODOLOGY

This paper presents the development of a
real-time robbery behavior potential (RBP)
prediction system based on artificial
intelligence techniques, specifically utilizing
a combination of deep learning and fuzzy
logic algorithms to differentiate between
normal and suspicious behavior within
indoor surveillance footage. The primary
objective is to enhance public safety by
predicting potential robbery attempts, which
often act as precursors to broader criminal

incidents.

To build and train the system, a
comprehensive dataset of surveillance videos
captured from real-world indoor
environments such as retail stores and public
facilities

was collected and manually

annotated for behaviors indicative of
robbery, such as head covering, crowd
formation, and loitering. These features
include movement trajectories, duration of
stay in one place, body posture, crowd

density, headwear detection, and entry/exit

patterns[10].

Feature engineering and selection techniques
were applied to identify the most informative
attributes contributing to accurate behavior
classification. Both holdout validation and k-
fold cross-validation techniques were
employed to evaluate model performance and

minimize overfitting.

To benchmark the effectiveness of the
proposed method, the RBP system was
surveillance

compared with traditional

analytics, including motion detection
algorithms and anomaly detection baselines.
Each approach was evaluated based on
standard performance metrics  precision,

recall, Fl-score, and overall detection
accuracy. The proposed system outperformed
others in detecting robbery-like behaviors,
achieving high sensitivity with a manageable

false positive rate.

Furthermore, the analysis examined how
different features influenced the system's
decision-making process, identifying which
behavioral patterns were most indicative of
potential various

robbery across

environmental contexts and surveillance
angles. The system's ability to adapt to
varying robbery strategies and camera
placements was also assessed to ensure

generalizability and real-world applicability.

The proposed RBP prediction system offers a
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scalable and efficient solution for proactive
threat detection in indoor environments. By
combining artificial intelligence with human-
defined rules, the model enhances situational
awareness, reduces the cognitive load on
human operators, and contributes to broader
efforts in crime prevention and real-time

threat intelligence.

The methodology employed in this research
focuses on designing and implementing an
artificial intelligence-based robbery behavior
prediction system that classifies observed
behavior as either suspicious or normal. The
core idea is to identify potential robbery
attempts at an early stage by analyzing
human activity patterns and environmental
cues using a combination of deep learning

techniques and fuzzy inference.

Data Collection: To develop a robust and

generalizable model, a balanced and
comprehensive dataset was constructed by
video

surveillance samples

aggregating
capturing both normal and suspicious human

behaviors in indoor environments:

Suspicious Behavior Clips: Collected from
real-world indoor surveillance footage where
robbery-like  behavior was  observed,
including incidents involving head covering,
prolonged loitering, and group formations

near entry points.

Normal Behaviour Clips: Sourced from
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routine surveillance videos in similar
environments, showcasing standard customer
or visitor behavior without any signs of

threat.

Each video segment in the dataset was
manually annotated and labeled as either
"suspicious" or '"normal" to support
supervised learning ensure accuracy in model
training.

B. Feature Extraction and Engineering

Behavior-based features were extracted from
the surveillance footage using spatial-
temporal analysis, object detection, and
movement tracking. These features were
selected based on their ability to capture
patterns commonly associated with potential

robbery behavior, including:

Motion Features: Duration of loitering,
movement paths, frequency of entering and

exiting zones, time spent in high-risk areas.

Appearance-based Features: Presence of
head covers (e.g., hoodies, masks), hand
concealment, abnormal body posture, or

group clustering.

Crowd and Density Features: Number of
individuals in frame, sudden changes in

crowd size, proximity among individuals.

External Data-based Features (Optional):

Integration with metadata such as time of day,
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location tags, or previous alert history for

enhanced context-aware predictions.

All extracted features were preprocessed,
vectorized, and normalized to ensure uniform
and accurate input for the machine learning

models.
Model Design

The Robbery Behavior Potential (RBP)

detection system utilizes an artificial
intelligence-based approach designed to
activities in indoor

The model is

identify suspicious
surveillance environments.
composed of three main modules head cover
detection, crowd detection, and loitering
detection. YOLOvS5 was selected and
retrained using a manually annotated dataset
to detect features such as concealed faces and
abnormal group gatherings within indoor
footage. Loitering behavior was detected
using Deep SORT, which tracks individuals’
movements and durations in specified zones.
A fuzzy inference engine was integrated to
combine the outputs from each module and
produce a final decision on the likelihood of

robbery.

To evaluate comparative performance,
additional machine learning algorithms were
used, including:
Support Vector Machine (SVM)
Random Forest (RF)

Decision Tree (DT)
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Fig.1 The Process System Architecture

IV. RESULTS & DISCUSSION

This study aims to enhance real-time
surveillance systems by leveraging artificial
intelligence techniques to predict robbery
behavior potential using indoor security
camera footage. By focusing behavior-rich
feature extraction and using a Gradient
Boosting  Classifier,

proposed  system

demonstrates  reliable  performance in
identifying suspicious movement patterns

with high accuracy.

The model’s performance was evaluated

using well-established classification metrics:
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accuracy, precision, recall, Fl-score, and

ROC-AUC score. Experimental results
indicate that the Gradient Boosting Classifier
outperformed other traditional classifiers such
as SVM, Decision Tree, and Random Forest
across all metrics. It achieved an average
accuracy of 94.6%, with both precision and
recall values exceeding 92%, indicating its
effectiveness in reducing false alarms and

missed threats.

Further analysis revealed that selecting the
right behavioral and contextual features
significantly improved model performance.
Features such as abrupt directional changes,
loitering duration, entry timing, and object
interaction were key indicators of potential
robbery behavior. The inclusion of camera
zone mapping and motion intensity scoring
further enhanced the model’s ability to

distinguish normal from suspicious activity.

A notable observation was the performance
difference between generalized and scenario-
specific models. Similar to findings in other
real-time surveillance tasks, tailoring models
to specific environments such as retail stores,
residential spaces, or offices led to improved
prediction accuracy. This suggests that
developing context-aware behavior models
enhance detection

could substantially

capabilities in real-world applications.

Additionally, the Gradient Boosting model
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was benchmarked against an approximate

Bayes optimal classifier to assess its
comparative performance. While ensemble
approaches like Gradient Boosting closely
matched the Bayes classifier's outcomes,
simpler models exhibited higher variance and
reduced accuracy, reinforcing the value of
ensemble methods in complex behavior

prediction tasks.

The results confirm that indoor security

systems can significantly benefit from

intelligent  behavior modeling, feature
engineering, and ensemble learning. With low
processing latency and high predictive
accuracy, the proposed system is well-suited
for real-time deployment in smart surveillance

setups, enhancing proactive threat response.

Future enhancements  may  include

incorporating multi-angle camera feeds,
biometric analysis, and real-time object
recognition to refine behavior predictions.
Exploring hybrid deep learning models could
further improve performance, particularly in
detecting subtle or evolving behavioral cues

that traditional models might overlook.

V. CONCLUSION

In this paper, an artificial intelligence-based
approach for predicting robbery behavior
potential in indoor surveillance systems has

been presented using a Gradient Boosting
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Classifier. The proposed system addresses
the challenge of early threat identification by
analyzing motion patterns, behavioral cues,
and contextual features extracted from indoor

security camera footage.

By applying
advanced feature selection and leveraging
ensemble learning, the system effectively
classifies behaviors as either normal or

potentially criminal.

The model's performance was rigorously
evaluated using standard metrics such as
accuracy, precision, recall, Fl-score, and
ROC-AUC, demonstrating strong capability

in reducing both false alarms and missed

detections—critical factors for practical
surveillance deployment. The Gradient
Boosting Classifier outperformed

conventional models, proving its suitability
for real-time behavioral threat prediction in

security systems.

This work contributes to the emerging field of

intelligent video surveillance by

demonstrating how real-time behavior
analysis, combined with machine learning,
can enhance threat detection and proactive
environments.

response in  monitored

Although the current system performs
reliably, there is still scope for improvement.
Future research could explore the integration

of deep learning architectures, 3D pose
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estimation, and context-sensitive modeling

tailored to specific environments.

Overall, this research provides a strong
foundation for building scalable, accurate,
and intelligent surveillance solutions that
support proactive crime prevention and

strengthen indoor security infrastructure.
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