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ABSTRACT

Background: The software testing is the process which ensures the reliable and efficient working of the
software. Conventional rules-based approaches have attempted to cater the changing complex needs of Agile
and DevOps environments. Artificial Intelligence applications, especially deep learning models, were quite
revolutionary in defect prediction and test case prioritization. However, with these techniques, many challenges
are still left, such as computational costs, adaptability, and scalability issues.

Method: This research proposes a test automation framework on defect prediction and test case prioritization
based on CNN-BiLSTM. The model is based on the GHPR dataset with 3026 bug-fixing records from GitHub
pull requests and features CNN as feature extractor and BiLSTM for contextual learning in order to enhance
defect prediction without compromising on computational efficiency.

Results: The model proposed can achieve a test coverage of 96.5% and defect detection of 95.20%, resulting in
an analysis of 98% accuracy. This is done when compared with more traditional testing techniques from either
machine learning or Al bases in their execution. It also optimizes execution efficiency by minimizing execution
time of tests to just 100.4 ms and resource utilization down to 300.7 MB.

Advantage: In the comparison of traditional ML-based testing and Al-driven automation, the CNN-BiLSTM
framework is advantageous for defect detection accuracy, speed, and scalability. Using deep learning, it
supports adaptability and extendibility for the test case prioritization and software verification and hence
resolves the major issues of modern software testing environments.

Keywords: Al-driven testing, CNN-BiLSTM, defect prediction, test automation, software verification
1. INTRODUCTION

Software testing remains a foundational component in the software development lifecycle, fundamentally
ensuring that applications meet desired standards of reliability, security, functionality, and overall performance
[1]. As software systems become increasingly complex, integrating distributed architectures, microservices,
cloud-native deployments, and continuous integration/continuous delivery (CI/CD) pipelines, the traditional
rule-based testing paradigms often fall short in effectively managing the growing volume and variability of test
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scenarios [2]. This challenge is further amplified by the rapid development cycles driven by Agile and DevOps
practices, which demand faster feedback loops, greater flexibility, and higher automation levels in testing
processes [3]. Consequently, there is a pressing need to explore innovative, intelligent approaches to testing that
can keep pace with these evolving demands [4].

In recent years, the integration of Artificial Intelligence (AI) into software testing has emerged as a
transformative trend, promising to overcome many limitations inherent to manual and heuristic-based testing
methods [5]. Cutting-edge Al techniques—including deep learning, reinforcement learning (RL), and natural
language processing (NLP)—are being harnessed to introduce smarter automation, improve fault detection, and
enhance the generation and prioritization of test cases [6]. Deep learning models, such as Convolutional Neural
Networks (CNNs) and Bidirectional Long Short-Term Memory (BiLSTM) networks, have shown strong
capabilities in analyzing complex software behaviors for fault prediction, as well as automating test case
generation, thereby increasing test coverage while reducing execution time [7]. Reinforcement learning
approaches bring adaptive intelligence to test case prioritization and selection, dynamically responding to
changing software requirements and reducing redundant testing efforts [8]. Meanwhile, NLP-driven frameworks
enable the interpretation of natural language test specifications and requirements, facilitating automated
generation of executable test scripts and significantly minimizing human effort in scripting and maintenance [9].

Despite these promising advances, several technical and practical challenges continue to hinder the full adoption
of Al-driven software testing in industrial environments [10]. The high computational costs associated with
training and deploying sophisticated AI models demand substantial resources, which may not be feasible in all
development contexts [11]. Furthermore, Al models often require significant domain-specific tuning and
continuous retraining to remain effective as software systems evolve, which introduces operational overhead
and complicates their maintenance [12]. To address these challenges, researchers have explored transfer learning
techniques that leverage pre-trained models to reduce training time and improve adaptability across domains
[13]. Ensemble learning methods, which combine multiple Al models, have also been investigated to enhance
defect prediction accuracy and robustness [14]. However, dependencies on large labeled datasets, the
complexity of feature engineering, and the integration of these models into existing software testing workflows
pose ongoing difficulties [15].

The practical implications of integrating Al into software testing are vast, ranging from improved defect
detection rates to significant reductions in testing time and costs [16]. Organizations adopting Al-based testing
frameworks have reported enhanced ability to manage complex test suites and increased coverage of edge cases
that traditional methods often overlook [17]. Moreover, Al-driven testing tools facilitate continuous testing in
CI/CD pipelines, supporting early bug detection and faster release cycles, which are crucial for maintaining
software quality in competitive markets [18]. Looking ahead, the convergence of Al with other emerging
technologies such as cloud computing, Internet of Things (IoT), and blockchain promises even greater
innovations in test automation [19]. For instance, federated learning can enable collaborative model training
across decentralized data sources without compromising privacy, while explainable Al techniques can improve
transparency and trust in automated testing decisions [20]. Nonetheless, addressing challenges related to model
interpretability, ethical considerations, and standardization remains critical to fully realizing the benefits of Al-
enhanced software testing [21]. This evolving landscape opens exciting avenues for researchers and
practitioners to develop robust, intelligent testing ecosystems that seamlessly integrate with modern software
development workflows [22].

In today’s software landscape, ensuring high quality and reliability is more critical than ever, especially as
applications grow increasingly complex [23]. Al-driven test automation has emerged as a vital solution to
manage this complexity by automating repetitive tasks and improving fault detection accuracy [24]. These
intelligent techniques help accelerate development cycles by enabling faster and more efficient testing processes
[25]. Moreover, Al can adapt to evolving software requirements, reducing the need for constant manual
intervention [26]. Despite these advantages, challenges such as high computational costs, model interpretability,
and domain-specific limitations remain significant barriers [27]. Understanding the strengths and weaknesses of
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existing Al testing approaches is essential for advancing the field [28]. This survey aims to provide a detailed
analysis of current Al-powered testing frameworks to highlight progress and identify areas needing
improvement [29]. Ultimately, such insights will guide the development of more robust, scalable, and adaptable
testing solutions for modern software systems [30].

This paper presents an extensive and systematic survey of contemporary research efforts in Al-powered
software testing automation. It comprehensively reviews state-of-the-art methodologies, practical
implementations, experimental results, and identified limitations across diverse Al approaches. The survey
encompasses a range of Al-based techniques, including deep learning models for fault detection and test case
generation, reinforcement learning algorithms for dynamic test prioritization, NLP-based solutions for
automated test script generation, and emerging paradigms like self-healing test automation systems capable of
autonomously adapting to changes and failures. Through critical analysis and synthesis of these works, this
study aims to provide valuable insights that will drive future research and development of scalable, intelligent,
and adaptable testing frameworks. Ultimately, such frameworks are envisioned to empower software engineers
to achieve higher efficiency, accuracy, and resilience in software verification and validation, aligning with the
fast-paced demands of modern software engineering practices.

2. RELATED WORKS

Recent advances in Al-driven software testing have demonstrated significant improvements in test coverage,
accuracy, and efficiency across various methodologies [31]. One approach utilizing a hybrid deep learning
framework combining Convolutional Neural Networks (CNNs) and Bidirectional Long Short-Term Memory
(BiLSTM) networks reported achieving a remarkable 98.6% test coverage and 99.7% accuracy in defect
prediction, with an average execution time of 94.2 milliseconds [32]. This study highlighted the superior
performance of hybrid deep learning models over traditional machine learning techniques in both fault detection
and reducing manual testing efforts [33]. Despite these achievements, the approach requires substantial
computational resources, limiting its applicability in resource-constrained or latency-sensitive environments
[34]. Another strategy integrated machine learning (ML) with natural language processing (NLP) to automate
test case generation by interpreting test requirements expressed in natural language [35]. This method achieved
a test coverage rate of 96.4% and an accuracy of 98.2%, effectively minimizing human intervention during test
script creation [36]. The use of NLP enabled a deeper semantic understanding of test specifications, which
facilitated the automatic generation of executable test cases [37]. However, the dependency on pre-trained
models in this approach constrained its adaptability, especially when applied to domain-specific testing
scenarios that deviate from the training data distribution [38].

Reinforcement learning (RL) has also been explored as a means to optimize test case selection and prioritization
dynamically [39]. An RL-based testing framework demonstrated a defect detection rate of 92.3% and achieved a
28% reduction in execution time compared to conventional approaches [40]. The adaptability of RL algorithms
allowed the system to adjust testing strategies in response to software changes, improving efficiency in evolving
development cycles [41]. Nonetheless, the model's effectiveness was hindered by the requirement for extensive
training data and long convergence periods, making it challenging to deploy in environments demanding rapid
feedback [42]. Long Short-Term Memory (LSTM)-based models have been employed to predict software faults
by analyzing temporal patterns in software logs [43]. Such models achieved an accuracy of 95.1%, surpassing
traditional statistical methods [44]. The ability of LSTMs to capture sequential dependencies contributed to
enhanced fault prediction capabilities. [45] However, the significant training time and high memory
consumption associated with LSTM networks pose scalability challenges, especially when applied to large-scale
software projects with voluminous log data [46].

Self-healing test automation frameworks leveraging Al-based anomaly detection techniques have been proposed
to maintain and stabilize test scripts amid changes in user interfaces (UI) and application programming
interfaces (API) [47]. These frameworks improved script stability by 89.5% and substantially reduced
maintenance costs. The integration of anomaly detection facilitated the automatic identification and correction
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of failures arising from Ul or API modifications [48]. Despite these benefits, such frameworks face difficulties
in handling unforeseen or novel software behaviors, necessitating manual verification to ensure correctness [49].
Transfer learning approaches have been investigated to expedite the deployment of Al models in software
testing by utilizing pre-trained deep learning architectures [50]. This strategy achieved a classification accuracy
of 97.3% in identifying relevant test cases while reducing the need for large labeled datasets [51]. Transfer
learning proved effective in accelerating Al adoption and enhancing model generalizability [52]. However, its
performance degraded when applied to software systems with non-standardized designs or architectures,
limiting its universality [53].

Ensemble learning methods combining Random Forest and Gradient Boosting algorithms have also been
developed for defect prediction [54]. These approaches improved fault identification rates to 87.6% and
significantly reduced false positive occurrences [55]. The ensemble models leveraged diverse feature sets to
enhance prediction accuracy and robustness. Nevertheless, the heavy reliance on feature engineering, which
requires extensive domain expertise, restricts the level of automation and scalability in testing pipelines [56].
Finally, hybrid Al pipelines incorporating CNN, Recurrent Neural Networks (RNN), and RL algorithms for test
execution and defect detection reported an accuracy of 99.2% and a 42% reduction in test cycle time [57]. These
hybrid systems demonstrated the advantages of combining adaptive learning techniques to optimize test
execution dynamically [58]. However, continuous retraining was necessary to maintain model performance in
changing software environments, contributing to increased computational overhead and operational costs [59].
Recent research in Al-based software testing has shown promising results across various techniques [60]. Deep
learning models like CNNs and BiLSTMs improve fault detection and test coverage but often require high
computational power [61]. NLP approaches automate test script generation, reducing manual effort but face
challenges in domain-specific adaptation [62]. Reinforcement learning enhances test case prioritization
dynamically, though it demands extensive training data [63]. Transfer learning and ensemble methods help
improve accuracy and reduce data needs but may struggle with non-standard software [64]. Despite progress,
issues like scalability, resource requirements, and adaptability remain key challenges.

Collectively, these studies underscore the potential of Al techniques to revolutionize software testing by
improving accuracy, efficiency, and automation. Yet, they also reveal persistent challenges such as high
computational demands, data dependency, limited adaptability, and integration complexity. Addressing these
challenges remains an open area of research crucial for the broader industrial adoption of Al-driven test
automation solutions.

3. PROBLEM STATEMENT

Al-driven test automation paradigms have significantly improved the efficiency of test case generation, defect
prediction, and test execution; however, challenges related to computational costs, adaptability, and scalability
continue to persist. Some approaches using CNN-BILSTM models demonstrate high computational
requirements, which limit their applicability in real-time scenarios [65]. Other methods combining machine
learning and natural language processing rely on pre-trained models, restricting adaptability to domain-specific
testing needs [66]. Reinforcement learning techniques applied to test case prioritization often involve lengthy
training processes, making real-time deployment difficult [67]. These limitations highlight the pressing need for
an Al-based test automation framework that is both computationally efficient and capable of adapting
dynamically across diverse software testing environments, ensuring scalability and real-time responsiveness.

4. PROPOSED METHODOLOGY

The flowchart shows the Al-driven test automation process, utilizing the model CNN-BiLSTM. This model
gives a systematic overview of data collection, preprocessing, model training, and evaluation of its performance
based on coverage, speed execution, defect detection rate, accuracy, and resource utilization. as shown in Figure

(1):
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Figure 1: Al-Driven Test Automation Framework Using CNN-BiLSTM
4.1. Data Collection

The GHPR dataset which contains 3026 bug-fixing records from GitHub pull requests (PRs) is used. Each entry
is augmented by a record of a prior state and a record of a posterior state after the fix, resulting in 6052 instances
in all (3026 defective and 3026 non-defective). The dataset comprises 16 features detailing the project alongside
commit information and code changes. Given that the data are available in both CSV and SQL forms, it can
easily be processed using Pandas or SQL queries. The dataset is used to train and evaluate our CNN-BiLSTM
model for defect prediction and test case prioritization.

4.2. Data Preprocessing

The GHPR dataset goes through various preprocessing procedures to facilitate the best possible model
performance. Missing values in prominent features like DIFF CODE, OLD CONTENT, NEW_ CONTENT,
COMMIT DESCRIPTION, and PR_TITLE are either eliminated or imputed according to their importance.
Feature selection is carried out on features that have the maximum contribution to defect prediction, minimizing
noise and maximizing efficiency.

For preprocessing the text, raw text data is tokenized and cleaned via Natural Language Processing (NLP)
methods. For a text sequence T = (wy, Wy, ..., W,), tokenization is used to divide it into separate words, and
stemming and stopword removal follow. The preprocessed text is then represented as numerical values via word
embeddings. Suppose x; denotes a token; it is projected onto a vector space via an embedding function as shown
in Equation (1):

E(x) =W x; ey

Here, "W" represents the embedding matrix. Authors like Word2Vec, FastText, or BERT use contextual
embeddings to ease out their work. At last, the dataset is divided in the ratio of 80:20 for the training and testing
sets. If the dataset D is taken, the partitioning as shown in Equation (2):

Dtrain = O8D; Dtest =0.2D (2)
After all, we need to continue taking our planned process steps to bring back therapies that meet Full Complete:

No because the after significant change, people living with diabetes and unable to afford the cost of insulin
could not bear the impact of the shaft out of bed people experiencing diabetes.
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4.3. Model Architecture Design
4.3.1. Model Input Layer

Tokenized, = embedded  textual features (DIFF CODE, OLD CONTENT, NEW CONTENT,
COMMIT DESCRIPTION) are inputs to the model. Pretrained embeddings available such as Word2Vec,
FastText, and BERT present text as numeric vectors of dimension d

4.3.2. CNN Feature Extraction

A 1D Convolutional layer extracts local patterns by filters of size f. f from the embedded inputs while the
activation function ReLU increases nonlinearity to the representation of the features as shown in Equation (3).

C;=ReLlUW, +E(X) + b.) 3)
4.3.3. BILSTM Contextual Learning

The CNN would feed the extracted features into a Bidirectional Long ShortTerm Memory (BiLSTM) to learn
from both past and future dependencies. This helps figure out defect patterns at the time ¢t.t through the
representation of the hidden state as shown in Equation (4).

hy = LSTM(W,C; + b;) @)
4.3.4. Fully Connected Layer & Classification

The last BILSTM hidden states are transmitted to a fully connected softmax activated layer to predict the defect
probability associated and classify the instances into defective or non-defective categories as shown in Equation

(3).
y = Softmax(W,h + b,) 5)

4.3.5. Model Compilation & Optimization

The model is compiled in categorical cross-entropy loss, which reduced error in the prediction. The optimization
is either in an Adam, making the weight updates efficient to converge better as shown in Equation (6).

L==> ylog) (6)

In contrast, the CNN-BiLSTM model is trained on the training dataset (Dy,;, ) with the Adam optimizer whose
starting learning rate is afor efficient weight update operations. Backpropagation of the model minimizes the
categorical cross-entropy loss function for a number of epochs e so that effective defect prediction patterns can
be learned. For improved performance, hyperparameter tuning was thus performed over optimization of batch
size, learning rate, dropout rate. Also, to avoid the overfitting problem, dropout layers with L2 regularization are
added while early stopping takes care of when to stop the training in case validation loss is no longer improving
to preserve generalization.

5. RESULT AND DISCUSSION
5.1. Test Coverage (%)

Test coverage determines the extent to which software code has been tried and tested; the higher the coverage,
the better the chances of detecting defects. The CNN-BiLSTM model achieves a 96.50% test coverage. This
kind of improvement is due to the capability of CNNs to extract key features and the well-known abilities of
BiLSTM networks to learn complex language patterning, making a more effective model for defect predictions
as shown in Figure (2).
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Figure 2: Test Coverage

The graph shows how the random test numbers correlate with the fault coverage of the CNN-BiLSTM model. It
demonstrates that increasing the random number of tests improves the test coverage, with a plateau at 96.5%.
This denotes software verification efficacy.

5.2. Defect Detection Rate (%)

The defect detection rate measures a model's rate of detecting software defects. The CNN-BiLSTM model
achieves a rate of 91.2%. The CNN helps with the detection of important patterns in the code, while the
BiLSTM helps to achieve more accuracy by understanding sequences in the code as shown in Figure (3).

Delia%cct Detection Rate vs. Defect Rate (Proposed CNN-BiLSTM Model)

97.5
95.0
92.5
90.0

87.5

Defect Detection Rate (%)

85.0

82.5

80.0 20 40 60 80 100

Defect Rate (%)

Figure 3: Defect Detection Rate vs Detect Rate

The bar graph reveals the detection efficiency of the Defect Detection Rate on the Defect Rate by the model
CNN-BIiLSTM. Then, going up to 95.2%, a high detection rate occurs when defect rates go up, which signals
the efficiency of the model to detect software defects.

5.3. Accuracy (%)

Accuracy is defined as the measurement of the correct prediction by a model of defects and non-defects. The
models were developed with the CNN-BiLSTM model achieving 98% accuracy. CNN extracts features while
BiLSTM enhances sequential learning for accurate defect prediction as shown in Figure (4).
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Figure 4: Accuracy vs Test Execution

An analysis of the scatter plot for Accuracy vs Test Execution Time indicates that with increasing execution
time, accuracy improves and stabilizes at 98%, demonstrating the efficiency of this model in defect prediction.

In terms of accuracy, defect detection rates, and test coverage, the proposed CNN-BiLSTM model is superior to
traditional methods like logistic regression, random forest, and LSTM. Hence, it can provide a higher level of
efficiency with lower execution time and utilization of resources, making it more suitable for scalable
verification of software shown in Table (1).

Table 1: Comparison of the Proposed Method

Performance Metrics ML Based Testing | AI-Driven Automation Proposed Method
(CNN-BIiLSTM)
Test Coverage (%) 85.40 94.80 96.50
Execution Speed (ms) 150.2 110.7 100.4
Defect Detection Rate (%) 78.60 91.20 95.2
Accuracy (%) 88.90 96.70 98
Resource Utilization (MB) 350.8 310.5 300.7

6. CONCLUSION AND FUTURE WORKS

Using the CNN-BiLSTM test automation framework powered by Al can greatly enhance defect detection, test
coverage, and accuracy while consuming less execution time and resource. By using CNN for feature extraction
and BiLSTM for sequence learning, the model delivered higher defect detection (95.2%) and accuracy (98%)
than traditional frameworks. Such approaches guarantee scalable, streamlined, and highly adaptive software
verification, suitable for Agile and DevOps arenas. Computation cost reduction and hyperparameter tuning for
real-time applications would be suitable enhancements in the future.
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