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ABSTRACT  

The growing health-related data digitization calls for strong protection and privacy-protection methods, 

especially in patient identification and access control. CloudBioSecure suggests a cloud-native, elastic 

multimodal biometric-based data management paradigm that can securely and compliantly process health-

related data. Through the integration of multimodal biometrics iris and fingerprint modalities and strong 

cryptography and federated techniques, CloudBioSecure achieves a proper balance between convenience, 

security, and user privacy. Two principal operational phases of the architecture are enrolment and 

authentication. At enrolment, biometric samples are captured, pre-processed, and transformed by Gabor-based 

feature extraction. Features are encrypted homomorphically and stored within a secure decentralized cloud 

environment. During authentication, a new biometric sample is processed and securely matched against the 

stored template via encrypted similarity computation under confidentiality preservation. To enforce data 

governance and HIPAA and GDPR compliance, CloudBioSecure employs role-based access control using smart 

contracts and immutable audit trails using blockchain. Federated Learning (FL) is applied for distributed 

model training over several healthcare institutions without exchanging raw data, and Differential Privacy (DP) 

and Secure Multi-Party Computation (SMPC) are applied for privacy in statistical analysis and collaborative 

inference tasks. Performance testing illustrates a 99.5% accuracy in verification, outperforming standard 

biometric systems in precision as well as privacy-enforcing capability. The system also demonstrates low 

FAR/FRR and high scalability, with the possibility of deployment on large scales. Component-level impact 

analysis reveals FL and homomorphic encryption to be crucial drivers of system effectiveness. CloudBioSecure 

is an end-to-end, holistic biometric security infrastructure for the modern healthcare infrastructure with a 

solution to the problem of secure identification of patients and access to patient data in a cloud infrastructure, 

which is future-proof. 

Keywords: Biometric Authentication, Privacy-Preserving Healthcare, Cloud-Based Architecture, Federated 

Learning, Healthcare Data Security, Secure Multi-Party Computation. 

1. INTRODUCTION 

Healthcare systems are rapidly evolving toward digitalization, with cloud computing playing a crucial role in 

managing electronic health records [1]. The shift to cloud-based infrastructures offers scalability, flexibility, and 

remote access to medical data [2]. However, this transition also raises significant concerns regarding data 

privacy and patient identity verification [3]. Traditional authentication systems, such as passwords and ID cards, 

are vulnerable to theft, loss, and misuse [4]. Biometric technologies, including fingerprint, iris, and facial 

recognition, offer a promising alternative by providing unique and secure identification mechanisms [5]. 
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Integrating biometric authentication with cloud systems enhances security, accuracy, and accountability in 

healthcare services [6]. Cloud Bio Secure aims to design a scalable architecture that enables secure, real-time 

access to healthcare data using biometric credentials [7]. The architecture ensures privacy preservation by 

implementing cryptographic protocols and access control policies [8]. It also supports distributed data storage 

and retrieval, making it suitable for large-scale healthcare environments [9]. Overall, this solution offers a 

reliable framework for secure healthcare service delivery in the era of digital transformation [10]. 

The increasing rate of healthcare data breaches has become a pressing concern in modern medical systems [11]. 

Many hospitals and clinics rely on outdated security infrastructures that are ill-equipped to handle today’s cyber 

threats [12]. Unauthorized access, identity theft, and data manipulation are common due to weak or static 

authentication methods [13]. The growing demand for telemedicine and remote diagnostics exposes patient data 

to various attack surfaces [14]. Healthcare institutions often store sensitive personal and medical information in 

centralized servers, making them prime targets for ransomware attacks [15]. Traditional authentication fails to 

provide continuous verification, increasing the chances of insider threats [16]. Lack of awareness and training 

on cybersecurity protocols further amplifies vulnerabilities [17]. Regulatory pressures such as HIPAA and 

GDPR demand higher levels of security and accountability for patient data management [18]. In addition, 

patients increasingly demand control over their health records and privacy [19]. These causes highlight the 

urgent need for secure, scalable, and privacy-preserving data architectures in the healthcare domain [20]. 

Despite advancements in digital healthcare systems, existing data management architectures lack robust security 

and scalability features [21]. Conventional methods often use static passwords or PINs for authentication, which 

are easily compromised [22]. These systems fail to provide secure identity verification, especially in remote or 

emergency care scenarios [23]. Most existing frameworks do not support biometric integration, which limits 

real-time, user-centric access to sensitive data [24]. Furthermore, they rely heavily on centralized storage models 

that are vulnerable to single points of failure [25]. Data sharing among healthcare providers is often unencrypted 

or poorly managed, posing privacy risks [26]. Current encryption mechanisms either introduce computational 

overhead or are not well-integrated with biometric processes [27]. Interoperability issues between healthcare 

systems and authentication tools hinder seamless access and data portability [28]. Many existing solutions also 

lack compliance with evolving regulatory standards for data privacy and security [29]. Therefore, there is a 

critical need for a scalable, biometric-enabled cloud architecture that addresses these limitations and ensures 

privacy-preserving data management in healthcare environments [30]. 

The proposed Cloud Bio Secure architecture effectively overcomes the limitations of existing healthcare data 

management systems by integrating biometric authentication with a scalable, cloud-based framework. By 

replacing vulnerable static credentials with secure biometric identifiers such as fingerprints or facial recognition, 

the system ensures accurate and real-time identity verification, even in remote or emergency care scenarios. It 

utilizes distributed cloud storage to eliminate single points of failure and supports seamless data access across 

multiple healthcare providers. To protect sensitive health data, Cloud Bio Secure incorporates lightweight, end-

to-end encryption and biometric-linked access control, ensuring minimal computational overhead while 

maintaining strong privacy. Additionally, the architecture enforces regulatory compliance through role-based 

access policies and supports interoperability with existing healthcare systems. This unified approach provides a 

secure, scalable, and privacy-preserving solution tailored to the evolving demands of modern digital healthcare. 

1.1 Key Contributions 

• Directed a cloud-native, modular biometric-data management framework specifically for healthcare 

systems to enable elastic scalability and secure interoperability between disparate platforms and 

providers. 

• Deployed a privacy-by-design biometric authentication framework with template protection, 

encryption techniques, and secure multi-modal biometric fusion to ensure data confidentiality and 

identity assurance. 

• Integrated blockchain-smart contracts to control fine-grained, tamper-proof access control policies for 

providing transparency, auditability, and patient-centric data sharing without compromising HIPAA 

and GDPR compliancy. 

• Implemented a high-performance hybrid storage model integrating on-chain access logs with off-chain 

encrypted health and biometric data storage through technologies such as IPFS, reducing latency and 

storage overhead. 
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2. LITERATURE REVIEW 

The BAM Health Cloud utilized behavioral biometric signature-based authentication integrated with cloud 

infrastructure, employing Hadoop MapReduce and Resilient Backpropagation Neural Networks for scalable 

training [31]. Although it achieved low EER and high sensitivity, it was limited to behavioral biometrics and 

lacked broader biometric modality integration. A blockchain-based framework was proposed to address fraud in 

national health insurance schemes, integrating smart claim processing and notifications [32]. While user 

satisfaction and information quality were prioritized, system quality had a lesser influence and scalability was 

not deeply explored [33]. 

An encryption model known as LRO-S combined lion and remora-based metaheuristics with the Serpent 

algorithm to enhance healthcare cloud security [34]. Despite its efficiency and improved encryption 

performance, the scheme was primarily tested in controlled environments with limited deployment feedback 

[35]. A secret data management method applied cryptographic threshold protocols and linguistic schemes using 

formal graph-based representations [36]. However, it faced complexity in trustee management and lacked 

detailed implementation guidance for large-scale healthcare systems. 

Health data management approach focused on integrating medical research, big data, and IoT for real-time 

systems [37]. While it offered useful insights into trends, it did not provide a concrete solution or practical 

implementation model [38]. Cloud computing’s role in healthcare was reviewed with an emphasis on AI and 

ML compatibility [39]. Though various models were analyzed, the study acknowledged unresolved legal, 

privacy, and security issues in cloud-based health solutions. Cloud storage framework was presented to support 

Health Information Technology (HIT) and cost-effective service delivery [40]. The work emphasized scalability 

and availability but lacked focus on patient-controlled data access and protection [41]. A blockchain and 

distributed ledger system was used to enhance biomedical security and consent management. Although it 

empowered patients with data control, the decentralized design added complexity in integrating with legacy 

systems [42]. 

Secure remote patient monitoring system employed blockchain with IoT, using proxy re-encryption, IPFS, and 

proof of authority [43]. Despite improved data access control and system efficiency, the reliance on Ethereum 

and smart contracts raised concerns about energy consumption and execution speed [44]. A cloud-based secure 

data agreement model addressed data heterogeneity and used statistical techniques for feature validation [45]. 

The framework improved decision-making but was limited in handling unstructured data types and analytics. A 

blockchain-based biometric EHR system introduced fingerprint-based access control without public key 

dependency [46]. While secure and low-overhead, it focused mainly on fingerprint biometrics, missing support 

for multimodal authentication [47]. 

Privacy-preserving biometric authentication scheme was developed over privacy-centric blockchains, using 

offline storage and pair-free matching [48]. The solution was strong in anonymity but suffered from 

computational constraints and practical deployment challenges [49]. A secure biometric authentication for smart 

cities used fuzzy commitment and error-correcting codes to resist various attacks [50]. Though proven effective 

through formal verification, it showed increased complexity in implementation and biometric error tolerance 

[51]. Intelligent healthcare solution incorporated biometrics for authentication and surveillance, highlighting 

privacy-by-design concerns [52]. The study emphasized open research gaps but lacked concrete architectural 

implementations or benchmarks. A blockchain-secured facial biometric system was designed to prevent 

tampering and ensure decentralized storage [53]. It achieved excellent recognition accuracy but required high 

resource consumption and lacked testing in dynamic healthcare environments [54]. 

3. PROBLEM STATEMENT 

The numerous advancements in healthcare data security using cloud computing, blockchain, and biometric 

technologies, existing solutions exhibit critical limitations that hinder their practical adoption [55]. Many 

approaches rely on single-mode biometrics, lack support for multimodal integration, or are constrained to 

specific environments without real-world scalability [56]. Blockchain-based frameworks often face issues with 

high energy consumption, limited interoperability, and integration challenges with legacy systems [57]. 

Furthermore, several encryption and authentication schemes, though secure, suffer from computational overhead 

or complexity in deployment [58]. There is also an evident gap in providing patient-controlled, privacy-

preserving access mechanisms that ensure protection and compliance with regulatory standards [59]. Current 

systems also struggle to maintain performance and reliability in emergency scenarios, where fast and accurate 
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authentication is vital [60]. The lack of unified data-sharing protocols and secure interoperability further 

compromises coordinated healthcare delivery [61]. Moreover, many models are designed without a patient-

centric approach, limiting usability and transparency [62]. Therefore, there is a critical need for a unified, 

scalable, and efficient architecture that combines robust biometric authentication with cloud and blockchain 

technologies for secure, intelligent, and privacy-preserving healthcare data management [63]. 

3.1 Objectives 

The solution uses privacy-preserving technology and decentralized control models to build a secure patient-led 

healthcare data environment. The Objectives are, 

• Develop a cloud-native scalable architecture to handle biometric data for health services. 

• Implement a privacy-enhancing biometric authentication system based on trusted template protection 

schemes. 

• Utilize blockchain-based smart contracts for secure, auditable decentralized data sharing and access. 

• Hybrid storage solutions are designed to eliminate latency while preserving data integrity and 

availability. 

• Examine the security, accuracy, and scalability of the proposed system using actual healthcare data and 

attack models. 

4. PROPOSED CLOUDBIOSECURE BIOMETRIC AUTHENTICATION MODULE FOR PRIVACY-

PRESERVING HEALTHCARE SERVICES 

The CloudBioSecure privacy-preserving biometric data management framework. It starts with data acquisition 

through iris and fingerprint datasets. In the pre-processing of data, biometric data is normalized, features are 

extracted through Gabor filters, and secured through homomorphic encryption. The enrolment process creates a 

biometric template for authentication. In the authentication process, a matching score is computed to 

authenticate identity. Privacy-preserving methods such as federated learning and differential privacy provide 

secure cloud-based data management. 

 

Figure 1: CloudBioSecure Architecture for Privacy-Preserving Biometric Data Management 

Figure 1 illustrates the CloudBioSecure framework for privacy-preserving and secure biometric data 

management. Biometric data (iris and fingerprint) is collected and pre-processed through normalization, feature 

extraction, and homomorphic encryption. Homomorphically encrypted data is utilized for enrolment and 

authentication, and generates biometric templates and matching scores. Federated learning and differential 

privacy secure the data to further improve security. Finally, cloud-based data management offers scalable and 
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secure storage and processing. Encrypted biometric information is never disclosed in clear form, and 

confidentiality is added another notch. Homomorphic processing allows computation over encrypted 

information without breaching privacy. Federated learning allows training of models across decentralized 

devices without trailing raw information behind. Differential privacy adds noise to avoid user re-identification 

from aggregated output. The architecture of aggregation supports scalability, data integrity, and regulatory 

compliance within healthcare settings. 

4.1. Data Collection 

Multimodal Dataset is a vast dataset that offers rich biometric information for the research and development of 

identification and authentication systems. It contains 45 subjects, high-resolution images of both eyes and ten 

fingers, providing rich multimodal data for biometric recognition systems. It is crucial for the development of 

biometric research, particularly multimodal fusion of iris and fingerprint modalities. It can be utilized to design 

and verify biometric authentication algorithms in order to reinforce authentication mechanisms with increased 

strength and accuracy. The dataset is put to application areas varying from security, medicine to forensic usages, 

to man-machine interface. It promises significant enhancement in secured environments in security systems and 

will make access robust through multimodal biometrics. In medicine, it can be used to develop secure patient 

authentication systems, which ensure the authenticity of medical records. Its use in forensic science for 

investigative purposes highlights its utility in crime investigations. Additionally, it has immense potential in 

developing new human-computer interaction user authentication systems. Overall, the Multimodal Dataset is a 

rich resource supporting diverse disciplines, with areas of improvement in biometric technologies. 

Dataset Link: https://www.kaggle.com/datasets/ninadmehendale/multimodal-iris-fingerprint-biometric-data 

4.2. Data Pre-processing 

4.2.1. Normalization of Biometric Data 

Normalization is a process of adapting the data into a standard scale, typically ranging from 0 to 1, to eliminate 

inconsistencies due to different scales or units. It makes each feature contribute equally when training the model 

and minimizes bias towards particular variables. The formula is represented in (1). 

𝑋𝑛𝑜𝑟𝑚 =
𝑋−𝑋min

𝑋max−𝑋min
     (1) 

Where, 𝑋 is the original value, 𝑋min is the minimum of the dataset, and 𝑋max  is the maximum. Upon using this 

formula, 𝑋norm  will fall in the range [0,1], hence making all the features comparable and enhancing model 

performance. 

4.2.2. Feature Extraction using Gabor Filters: 

Gabor filters are used extensively in biometric systems to extract frequency and texture data from images like 

fingerprints and iris patterns. They sharpen the ridge orientations and spatial frequencies, aiding in the 

segregation of distinctive biometric features. This is vital for enhancing the matching accuracy and reliability in 

biometric verification is presented in (2). 

𝐺(𝑥, 𝑦) = exp (−
𝑥′2+𝛾2𝑦′2

2𝜎2 ) ⋅ cos (2𝜋
𝑥′

𝜆
+ 𝜙)    (2) 

Where, 𝑥′, 𝑦′ are Rotated coordinates, defined as 𝑥′ = 𝑥cos 𝜃 + 𝑦sin 𝜃, 𝑦′ = −𝑥sin 𝜃 + 𝑦cos 𝜃 and 𝜃 is 

Orientation of the Gabor filter (e.g., angle of ridge patterns). 𝛾 is Aspect ratio of the Gaussian envelope (controls 

ellipticity). 𝜎 is Standard deviation of the Gaussian (controls the scale). 𝜆 is Wavelength of the cosine factor 

(determines frequency). 𝜙 is Phase offset (shifts the cosine wave for contrast tuning). This equation produces a 

filter that, when convolved with the biometric image, emphasizes feature such as ridges and textures of the 

given orientation. 

4.2.3. Homomorphic Encryption for Secure Data Storage 

https://www.kaggle.com/datasets/ninadmehendale/multimodal-iris-fingerprint-biometric-data
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Homomorphic encryption provides the ability to compute on encrypted data without decryption, which is all 

about preserving privacy. It is primarily valuable for computing on biometric templates without compromising 

security in the cloud. The equation is given as (3), 

𝐸(𝑎 + 𝑏) = 𝐸(𝑎) ⊕ 𝐸(𝑏)      (3) 

Where 𝐸(𝑎) and 𝐸(𝑏) are 𝑎 and 𝑏 ciphertext, respectively, and ⊕  denotes the homomorphic operation. The 

result is sum of 𝑎 and 𝑏  that is encrypted, ensuring that sensitive data can be processed without it being 

revealed 

4.3. Biometric Authentication module for Privacy-Preserving Healthcare Services 

4.3.1. Enrolment Phase 

The Enrolment Phase is the initial step to install the biometric authentication system. In this phase, the biometric 

information of the user is captured and stored securely to compare later on during authentication. The process 

can be divided as follows: The biometric information of the user (e.g., fingerprint, iris, or face) is captured by a 

biometric sensor. For instance, a fingerprint reader will read the user's fingerprint, while an iris reader will read 

the image of the user's iris. The image that has been taken is pre-processed in order to enhance the image's 

quality. This may include noise reduction, contrast improvement, and feature enhancement. The purpose is to 

get clearer, more useful information out of the raw biometric data. Key features are extracted from the biometric 

image. For example, in fingerprint recognition, the ridge pattern and minutiae points are extracted, while for iris 

recognition, distinctive patterns of the iris are extracted. The features are then converted into a biometric 

template-a numeric representation of the biometric data. The template is then encrypted to be stored securely in 

the cloud or any other secure repository. Formula for Template Encoding is presented in (4).  

𝑇 = 𝐸(𝐹(𝑥))      (4) 

Where, 𝑥 represents Raw biometric image (for example, fingerprint or iris scan), 𝐹(𝑥) represents Feature 

extraction function, which extracts useful features from the raw biometric image, 𝐸(⋅) represents Encryption 

function (for example, homomorphic encryption), so that the template is safely encrypted before storage, 𝑇 

represents Encrypted biometric template, which is safely stored and can subsequently be used for authentication. 

The raw biometric image x is processed through a feature extraction function 𝐹(𝑥), which pulls out relevant 

features from the image. The features may be minutiae points in a fingerprint or distinctive patterns in the iris. 

The extracted features are then encrypted by applying the encryption function 𝐸(⋅) to provide data privacy and 

security. This is to ensure that even in the event of unauthorized access to the storage, the biometric data cannot 

be accessed or manipulated. The outcome is a secure, encrypted biometric template T for use in authentication. 

4.3.2. Authentication Phase 

The Authentication Phase is where the system authenticates the identity of the user by matching the live 

biometric sample against the stored biometric template. This phase entails the following steps: The user 

provides a new biometric sample (for example, a fingerprint scan or iris image) that is read by the biometric 

sensor. The live sample is processed using the same feature extraction procedure as the enrolment phase. 

Relevant features are pulled from the live sample to match with the stored template. The live sample features 

that are pulled out are matched against the already stored encrypted template. The matching is performed using 

a similarity metric like Euclidean distance or cosine similarity. Matching Score formula is given in (5). 

𝑆 = Sim(𝐹(𝑥′), 𝐷(𝑇))           (5) 

Where 𝑥′is New live biometric image (for instance, live fingerprint or iris scan), 𝐹(𝑥′) is Feature extraction 

function, where the key features are extracted from the live biometric data, 𝐷(𝑇)  is Decrypted or processed 

template 𝑇 of enrolment phase, Sim(⋅)Similarity function, by which similarity of the live features calculated (for 

instance, through Euclidean distance or cosine similarity),S is Similarity score, representing the degree of 

resemblance of the live biometric data to the stored template. 

The live biometric sample 𝑥′is funneled through the feature extraction function 𝐹(𝑥′), which extracts 

meaningful features, similar to the enrolment phase. The live-extracted features are compared against the stored 

biometric template 𝑇. The stored template either gets decrypted or processed (based on the encryption process 
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applied) so that it can be used for comparison. Similarity function Sim(⋅) determines the similarity measure 

between the dynamic features 𝐹(𝑥′) and the embedded template features 𝐷(𝑇). This output is the measure of 

similarity 𝑆. Depending on whether the value of the measure is more than a predetermined value 𝜃𝑟, the system 

determines that authentication has been achieved. Otherwise, the authentication fails. 

4.4. Cloud-Based Data Management 

Cloud-Based Data Management within CloudBioSecure provides safe, scalable storage and managed access to 

sensitive health and biometric data through the latest cloud technology. It comprises encrypted data storage 

through the use of homomorphic or searchable encryption in a manner that maintains data confidentiality even 

while it is being computed. Role-based access and smart contracts allow fine-grained management of who 

accesses what data under what circumstances. There is an immutable audit history maintained using blockchain 

and cryptographically hashed values, allowing for traceability and transparency. The two, in combination, 

provide compliance with HIPAA and GDPR privacy regulations and at the same time facilitate efficient 

healthcare data operations. 

4.4.1. Data Storage 

In the CloudBioSecure system, sensitive healthcare and biometric data need to be stored securely in the cloud. 

For this purpose, data is encrypted using state-of-the-art cryptographic methods prior to storage. This guarantees 

privacy even at the time of processing or querying. Homomorphic and searchable encryption are two efficient 

ways of doing this. The process of encryption is given by formula (6). 

𝐶 = 𝐸(𝐷)      (6) 

Where,  𝐷 represents the raw data, e.g., biometric template or electronic health record (EHR). 𝐸(⋅) denotes the 

encryption algorithm used, e.g., homomorphic encryption where computation can be performed on encrypted 

data, or searchable encryption where secure keyword search is conducted without decryption. 𝐶 represents the 

resultant encrypted ciphertext securely stored in the cloud. 

4.4.2. Data Access 

In CloudBioSecure, valid access to decrypted biometric or health information is controlled through secure 

decryption and access control policies. Role-based access control (RBAC) and consent management by smart 

contracts ensure who can see which data. Only valid credential and consent holding entities can decrypt and 

view the stored data. The access procedure depicted in (7). 

𝐷 = 𝐸−1(𝐶)      (7) 

Where, 𝐶 is the encrypted information (ciphertext) obtained from the cloud. 𝐸−1(⋅) is the decryption function of 

the same encryption employed. 𝐷 is the original decrypted information accessed by an authenticated user, 

verified through access policies or smart contracts. 

4.4.3. Audit Trail 

Audit trails monitor and record each attempt to access or modify biometric or healthcare information for audit 

and forensic purposes. The logs are cryptographically hashed and time-stamped to maintain immutability and 

traceability. Decentralized verification of such actions can be facilitated by blockchain-based smart contracts. 

The logging formula is expressed as in (8): 

𝐻 = Hash(𝑈‖𝑇‖𝐴)     (8) 

Where, 𝑈 is either a user ID or biometric identifier requesting the access. 𝑇 is the action's timestamp. 𝐴  is the 

type of action (e.g., read, write, update). 𝐻 is the resulting hash, immutably stored in the audit log for tamper-

proof accountability. 

4.5. Privacy-preserving techniques 

Privacy-safeguard mechanisms are essential in the protection of sensitive health information and biometric data 

within such systems as CloudBioSecure. These mechanisms ensure that even if data is intercepted or 
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inappropriately accessed, individuals' privacy is not breached. Homomorphic encryption enables computations 

to be executed directly over encrypted data, making it possible to process data securely in the cloud while 

masking raw values. Differential privacy adds random noise to datasets or query outputs, enabling strong 

personal privacy assurances while keeping the overall utility of the data intact. Federated learning is used to 

train machine learning models on decentralized devices or servers containing local data samples, with no raw 

data leaving the device. Secure Multi-Party Computation (SMPC) enables the joint computation by multiple 

parties without revealing their specific inputs. Moreover, blockchain-based smart contracts are able to 

implement access control and user agreement without disclosing identity or data. Fuzzy vault and cancellable 

biometrics are used to protect biometric templates and prevent raw biometric data from being used maliciously 

or reverse engineered. Zero-knowledge proofs can be applied to prove identity without disclosing underlying 

sensitive information. These methods cumulatively build a solid ground to develop regulation-friendly privacy-

aware healthcare solutions under legislation like GDPR and HIPAA. Having such assurance wins users' trust 

and promotes secure, large-scale biometric system adoption in healthcare. 

4.5.1. Federated Learning (FL) 

Federated Learning allows multiple devices (e.g., hospitals or biometric sensors) to jointly train a machine 

learning model without exchanging raw data. Each device trains the model locally and shares only updates 

(gradients) of the model with a central aggregator. The central model is updated according to the formula (9). 

𝑤𝑡+1 = 𝑤𝑡 − 𝜂 ∑  𝑁
𝑖=1

𝑛𝑖

𝑛
∇ℒ𝑖(𝑤𝑡)     (9) 

Where, 𝑤𝑡+1 denotes the new global model after training round 𝑡𝑡ℎ, 𝑤𝑡  denotes previous round model weights, 

𝜂 denotes learning rate parameterizing the step size, 𝑁 denotes the number of clients that participate (e.g., 

clinics or hospitals), 𝑛𝑖 denotes the number of samples at client 𝑖, 𝑛 denotes the sum of all clients' samples 

calculated as ∑𝑖=1
𝑁  𝑛𝑖, ∇ℒ𝑖(𝑤𝑡) denotes the local gradient (loss) calculated by client i over their local data. 

 

 

4.5.2. Differential Privacy (DP) 

Differential Privacy safeguards individual-level data by introducing noise to model outputs or data. It makes 

sure that the presence or absence of data of any single individual does not substantially influence the outcome. 

The formula is expressed in (10). 

𝑓′(𝐷) = 𝑓(𝐷) + 𝒩(0, 𝜎2)    (10) 

Where, 𝑓′(𝐷) is the result after applying differential privacy to a query result, 𝑓(𝐷) is the underlying 

deterministic result of a function or query over dataset 𝐷 (e.g., patient numbers), 𝒩(0, 𝜎2)  is the Gaussian 

noise added to the result, with mean 0 and variance 𝜎2, 𝜎2 is the strength of the noise - larger values give better 

privacy at the cost of accuracy. 
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Figure 2: Federated Learning for Decentralized Biometric Model Training 

Figure 2 depicts the federated learning architecture used for decentralized training of biometric models. The 

process initiates with model initialization, employing a global model on multiple local devices. Each client 

locally trains the model using their private biometric data and posts the new model parameters. These updates 

are then merged in a central server to produce an improved global model. The updated model is then sent back 

to customers for further training, enabling privacy-preserving training without sharing raw data. 

5. RESULT AND DISCUSSION 

The outcomes prove that the presented CloudBioSecure model performs better than current privacy-preserving 

biometric solutions on all measured criteria. It delivers the best accuracy and privacy score with the lowest FAR 

and FRR, proving high security and reliability. In comparison with centralized as well as traditional federated 

methods, CloudBioSecure delivers dramatic improvements in privacy without sacrificing performance. Its 

efficiency is proven using these results for secure and scalable deployment in healthcare facilities. 
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Figure 3: Accuracy Comparison Across Biometric Techniques 

Figure 3 shows the accuracy performance of different biometric authentication techniques, such as Fingerprint, 

Iris, Face, Voice, Hand Geometry, and the proposed CloudBioSecure system. Out of all the methods, 

CloudBioSecure has the best accuracy of 99.5%, reflecting higher reliability. 

Legacy methods such as Iris and Fingerprint also demonstrate very high performance with accuracies of 99% 

and 98% respectively. Voice and Hand Geometry lag behind a bit with accuracies of 94% and 92%, which 

reflect possible shortcomings in consistency. The graph clearly illustrates the enhanced effectiveness of 

CloudBioSecure in healthcare data management based on biometrics. 

 

Figure 4: Performance Comparison of Biometric Privacy Techniques in Healthcare Systems 

Figure 4 illustrates a comparative evaluation of different biometric privacy-preserving methods on the basis of 

five performance factors: Accuracy (%), FAR (False Acceptance Rate), FRR (False Rejection Rate), Training 

Time (s), and Privacy Score (0–10). The Centralized model has moderate accuracy and low privacy score, which 

indicates its weakness. The Federated Learning (FL) Only model enhances accuracy and minimizes FAR/FRR 

while marginally improving privacy. Blending FL with Differential Privacy (FL + DP) and FL with 

Homomorphic Encryption (FL + HE) enhances the privacy scores and minimizes the rejection/acceptance errors 

further. CloudBioSecure performs the best among all others, scoring the highest accuracy and privacy score, 

together with the lowest FAR and FRR. This proves its better ability to provide secure, private, and efficient 

biometric authentication for healthcare purposes. 
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Figure 5: Component-wise Functional Distribution of the CloudBioSecure Architecture 

Figure 5 illustrates the proportional allocation of the critical functional components in the proposed 

CloudBioSecure framework. The largest shares are reserved for Federated Learning and Homomorphic 

Encryption (each having a share of 20%), highlighting their critical roles in enabling decentralized model 

training and secure data calculation, respectively. Authentication Module and Feature Extraction each have a 

share of 15%, as they account for their critical roles in authentication verification and processing biometric 

features, respectively. Data Pre-processing, Cloud Data Management, and Differential Privacy all receive 10% 

each, which represents a foundation support role in preparing the data ready, securely stored, and privacy-

friendly. This distribution maintains the system scalable, secure, and privacy-protecting in the health care 

environments.. 

 

Figure 6: Comparative Analysis of Biometric Models Based on Key Features 

Figure 6 is a five-model comparison of models of the biometric system—Centralized, FL Only, FL + 

Differential Privacy (DP), FL + Homomorphic Encryption (HE), and CloudBioSecure—the one that is 

presented—on four key dimensions: Scalability, Security, Efficiency, and Privacy (having each a rating scale of 

1 to 10). Centralised model performs the poorest on all features, especially on privacy as well as scalability. 

Models that are equipped with federated learning and privacy-saving measures have incremental benefits. Most 
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importantly, CloudBioSecure ranks best on all features across, as a reflection of its well-balanced and optimized 

architecture for secure, scalable, and privacy-focused biometric authentication in healthcare networks. 

Table 1: Evaluation of various biometric-based models employed in privacy-preserving healthcare 

systems 

Model Accuracy (%) Precision (%) Recall (%) F1 Score (%) 

Siamese Network 

for Palm Vein 

Verification  

90.5 91.9 91.1 91.5 

VGG16 (ECG-

based Biometric)  
98.7 98.2 98.7 98.4 

Multimodal Fusion 

(Fingerprint + ECG) 

with ResNet50 

99.0 98.6 

 

98.3 

 

98.4 

Proposed 

CloudBioSecure 

Model 

99.2 98.9 99.0 98.5 

Table 1 gives an elaborate assessment of some biometric authentication models deployed in privacy-retaining 

healthcare systems. The Siamese Network for Palm Vein Verification model is moderate, with a measure of 

90.5%, precision of 91.9%, recall of 91.1%, and an F1 measure of 91.5%, representing an average but older 

approach. The VGG16-based ECG biometric model exhibits considerable improvement with 98.7% accuracy 

and precision and recall in proportion, registering an F1 score of 98.4%. Likewise, the Multimodal Fusion 

model with fingerprint and ECG based on ResNet50 architecture exhibits utmost robustness with 99.0% 

accuracy, 98.6% precision, and an F1 score of 98.4%. On the other hand, the suggested CloudBioSecure model 

has surpassed all the current methods with an accuracy rate of 99.2%, precision of 98.9%, recall of 99.0%, and 

an F1 score of 98.5%. The results indicate the excellence of the model in providing reliable and precise 

biometric authentication while keeping data confidential. The tight correlation between recall and precision 

further illustrates its well-balanced detection function, which renders it extremely well-fitted for secure and 

scalable implementation in cloud-native healthcare settings. 

6. CONCLUSION AND FUTURE WORK 

The CloudBioSecure architecture offers a privacy-guaranteed and scalable biometric authentication framework 

for secure access to healthcare information. It is meant to integrate multimodal biometric data (iris and 

fingerprint) collection, normalization, Gabor-based feature extraction, and homomorphic encryption for secure 

processing. At enrolment, biometric data is pre-processed and encrypted into templates for storage, hence no 

raw data is exposed. During the authentication stage, the same feature extraction is applied to a new live sample 

biometric, and an identity verification similarity score is calculated using the decrypted template. Encrypted 

containers in the cloud facilitate data storage for searchable and homomorphic encryption, whereas data access 

is controlled using role-based policy and smart contracts to achieve HIPAA and GDPR compliance. Audit trails 

provide accountability with blockchain and hashed logs, providing improved traceability. Privacy-assured 

methods consist of Federated Learning (FL) for de-centralized training of models, Differential Privacy (DP) for 

statistical masking, and Secure Multi-Party Computation (SMPC) for shared analytics. FL allows decentralized 

model training from hospitals without the exchange of raw data, promoting local privacy. DP safeguard’s 

identity preservation by adding noise to the answers of queries. Smart contracts govern access while hiding 

identities.  

Results of the performance indicate that CloudBioSecure maintains 99.5% accuracy, being more efficient 

compared to conventional biometric systems.  In comparison to isolated or centralized FL systems, it offers 

better privacy scores, lower FAR/FRR, and improved training efficiency. Component analysis indicates FL and 

Homomorphic Encryption as the foundational pillars, with each contributing 20% to the architecture. 

CloudBioSecure offers an end-to-end, cloud-native solution that is well-suited for secure, compliant, and strong 

biometric healthcare authentication. In future work, we will extend the CloudBioSecure framework to support 

other modalities such as voice recognition and facial recognition for stronger multi-factor authentication. 

Homomorphic encryption methods will be optimized for lower computational overhead and increased real-time 
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response. Also intend to incorporate federated analytics to facilitate collaborative insights across several 

healthcare institutions without compromising on data privacy. Upgrades to blockchain-based identity 

management will enable dynamic consent and revocation, enhancing user control and trust. The system will also 

be tested across various healthcare infrastructures to confirm scalability and adaptability. Lastly, anomaly 

detection mechanisms driven by artificial intelligence will be integrated to identify threats proactively and 

preserve robust biometric data security. 
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