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Abstract

The accelerated development of international supply chains has brought with it challenges like data silos,
inefficiencies, and security risks. Legacy systems are challenged with regulatory compliance and operational latency.
To address this, this research suggests a novel framework that combines blockchain-based smart contracts with
federated Al to maximize data sharing, increase transparency, and provide security. Blockchain offers a decentralized,
tamper-evident ledger that fosters trust and accountability. Smart contracts streamline core supply chain processes
such as order confirmation, payment processing, and compliance checking minimize dependence on human
intermediaries, and lower operation costs. While federated Al facilitates joint model training across nodes without
sharing raw data, guaranteeing privacy but enabling real-time decision-making, anomaly detection, demand
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forecasting, and threat analysis. This synergistic strategy not only ensures compliance and monitors possible fraud but
also greatly enhances efficiency 93% and transparency in contemporary supply chain management, representing a
significant improvement over traditional practices. This pioneering research presents a promising future.

Keywords: Blockchain, Smart Contracts, Federated A I, Secure Data Sharing, Automated Compliance,
Transparency, Supply Chains, Data Integrity, Privacy Protection, Access Control.

1. INTRODUCTION

The increasingly digitized supply chains across the world have evolved unforeseen degrees of complexity and
interconnectedness, which necessitate safe, efficient, and transparent ways to share information and guarantee
compliance. Conventional supply chain systems tend to be plagued by data silos, distrust among stakeholders, and
non-ideal regulatory compliance, leading to rising costs, fraud, and diminished business resilience. To mitigate these
issues, new technologies like blockchain-based smart contracts and federated Al bring an unparalleled solution in
offering secure, automated, and transparent supply chain operations. Blockchain technology with a decentralized,
tamper-proof ledger gives an immutable transaction record that enhances trust and enables the supply chain to be
traceable by all the concerned parties. Guan et al. (2020) analyze how supplier encroachment affects supply chain
transparency using voluntary disclosure approaches. They discovered that having a direct sales channel stimulates
suppliers to disclose information more often, thereby raising overall transparency. Although the disclosure benefits
retailers by raising consumer expectations and free-riding on supplier information, suppliers can experience
disadvantages since they can no longer conceal bad-quality information. The study points out that, in certain instances,
the suppliers might refuse to invade the retail sector even when they can, for reasons of keeping strategic benefits.

Through the use of smart contracts independent contracts written onto a blockchain key supply chain activities like
confirmation of orders, payment, and checking compliance can be automated. Through smart contracts, real-time
imposition of previously encoded rules with zero intermediation cuts administrative costs as well as probable human
incompetence or corruption. Second, smart contracts make everything transparent because stakeholders can see
available and verifiable records of transactions, which improves accountability in the supply chain network. Apart
from blockchain's data integrity and trust, federated Al adds this with cooperative but privacy-protecting data
intelligence. In conventional Al-driven supply chain analytics, data from various sources is usually pooled at
centralized locations, compromising security and privacy. Lu et al. (2021) suggest a blockchain-enabled asynchronous
federated learning framework for safe data sharing in the Internet of Vehicles (IoV). It solves bandwidth, security, and
privacy issues while enhancing data reliability and efficiency. They propose a hybrid blockchain framework that
integrates permissioned blockchain and Directed Acyclic Graph (DAG) for better security. Deep Reinforcement
Learning (DRL) is also utilized for node selection in asynchronous federated learning to optimize performance. Their
findings prove better learning accuracy and quick convergence, facilitating more secure and efficient data exchange
in loV environments.

Federated Al addresses such apprehensions through training machine learning models on decentralized data sources
while keeping raw data unseen. Using this method supports real-time detection of anomalies, forecasting demand, and
risk monitoring with the anonymity of sensitive supply chain information intact. Supply chain partners can apply
federated Al to jointly deduce insights from pooled data while safeguarding proprietorial information or compliance
with laws and regulations. The combination of blockchain-based smart contracts and federated Al not only improves
supply chain security and efficiency but also automates industry regulation and standard compliance. Conventional
compliance mechanisms involve a lot of documentation and manual audits, which are time-consuming and expensive.
Through smart contracts, regulatory provisions can be integrated into supply chain procedures programmatically so
that automatic verification and compliance enforcement are facilitated. Sunny et al. (2020) discuss blockchain-based
traceability systems to provide greater transparency to supply chains. They identify the drawbacks of centralized
traceability systems, including data tampering and single points of failure, and suggest blockchain as a secure and
decentralized option. The research presents an overview of blockchain usage in supply chain management and
discusses how technologies such as 10T and smart contracts further increase traceability. To illustrate its use, a Proof
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of Concept (PoC) on Microsoft Azure Blockchain Workbench is demonstrated in a cold chain scenario with enhanced
tracking and transparency.

Secondly, federated Al facilitates predictive compliance through the detection of prospective regulatory violations
before they take place, thus reducing the possibility of fines for non-compliance. By leveraging the power of
blockchain and federated Al, this framework creates a secure, transparent, and smart supply chain environment. This
paper discusses the main mechanisms, advantages, and issues of adopting this new approach, showing its potential to
transform contemporary supply chain management.

Key objectives:

» Examine the function of blockchain-based smart contracts in strengthening security, transparency, and
automation in supply chain processes.

» Assess the efficiency of federated Al in supporting privacy-preserving data sharing and collaborative
intelligence among supply chain actors.

» Formulate a framework that combines blockchain and federated Al to support secure data exchange,
automated compliance checking, and real-time decision-making.

» lllustrate how blockchain and federated Al can facilitate more streamlined regulatory compliance, lower
fraud rates, and enhance accountability within supply chain ecosystems.

» Evaluate the challenges and implications of using blockchain and federated Al for transparent, efficient, and
robust supply chains.

Growing supply chain complexity calls for safe, open, and automated means of data sharing and compliance
management. Yet, existing systems suffer from data silos, mistrust, and regulatory inefficiencies. Smart contracts
driven by blockchain present a viable answer, yet the high and variable gas consumption as noted by Zarir et al.
(2021) could make it too expensive. Second, federated Al provides potential opportunities for privacy-conserving
collaboration yet calls for streamlined interfacing with blockchain. In response to this problem, the article proposes
an optimizing framework for transaction costs that has better security features and also promotes automated regulatory
compliance in supply chains via integrating blockchain and federated Al.

Wang et al. (2021) emphasize secure-improved federated learning for Al-powered energy prediction in electric
vehicle infrastructures and combating security risks like data poisoning and model attacks. Although their study
suggests a lightweight authentication system for improving security, it does not investigate the implementation of
federated Al with blockchain for secure information sharing and automatic compliance in supply chains. Furthermore,
their research focuses on energy networks only, without extending to the wider application of federated Al to supply
chain transparency. In this paper, these gaps are answered by utilizing blockchain-based smart contracts for
augmenting federated Al security, efficiency, and compliance with regulations.

2. LITERATURE SURVEY

Zarir et al. (2021) examine the gas consumption of Ethereum smart contract transactions to inform the creation of
affordable blockchain-based applications. Their results show that miners order transactions primarily by gas price and
that most smart contract operations have unstable gas consumption. They suggest a highly accurate predictive model
that allows developers to optimize transaction costs and pricing strategies and enhance efficiency in Ethereum-based
applications. The research emphasizes the need for gas dynamics to be well understood to improve decision-making
in blockchain application development.

Dos Santos et al (2022) discuss the emergence of blockchain-based decentralized finance (DeFi) and how it is
influencing financial markets. The research illustrates how Ethereum's Turing-complete blockchain has broadened
financial services from cryptocurrencies using smart contracts. The research contrasts DeFi services with conventional
finance, highlighting non-custodial options and increasing uptake. The article also touches on related technical and
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economic risks, making the review readable to a wide audience. By giving an overview of the DeFi ecosystem, the
research enables investment professionals to gain insight into the changing landscape of decentralized financial
services.

Alkhoori et al. (2021) introduce CryptoCargo, a blockchain-powered smart shipping container designed to enhance
vaccine distribution by ensuring secure and transparent monitoring of shipments. The system leverages 10T and smart
contracts to detect and record violations such as improper storage conditions, providing immutable data for trust and
accountability among stakeholders. Implemented using a test Ethereum blockchain and cloud services, CryptoCargo
is evaluated for performance and real-time operation. The study highlights the potential of blockchain technology in
improving shipment security and efficiency, with the smart contract code made publicly available on GitHub.

Valivarthi (2020) discusses how blockchain, artificial intelligence (Al), and Sparse Matrix Decomposition converge
to improve Human Resource Management (HRM) data handling. Blockchain provides safe, decentralized record-
keeping (Nakamoto, 2008), whereas Al-based predictive analytics streamline HR decision-making (Lepri et al.,
2018). Sparse Matrix Decomposition enables effective management of data in large, sparse datasets (Candes &
Recht, 2009), solving scalability and accuracy limitations in HRM systems.

Dubey et al. (2022) discuss the convergence of artificial intelligence with blockchain-based smart contracts to boost
financial system performance. They discuss how Al optimizes contract effectiveness by minimizing the involvement
of human beings and streamlining verification procedures. Smart contracts, based on blockchain, set pre-defined rules
of communication between parties, whereas Al optimizes their flexibility and decision-making power. The research
concludes that Al and blockchain-based smart contracts will have a major influence on the future of the finance sector
and electronic trading, fueling automation, security, and financial transaction efficiency.

Oliva et al. (2021) study the intricacy of Ethereum's gas system, also known as the "gas triangle," between gas price,
gas usage, and gas limit. They present the argument that this system shouldn't be left directly accessible to end-users
because of its complexity. Based on empirical research, they present reasons for this belief and make some suggestions
for inexperienced users. The research presents major challenges of blockchain-based application development and
offers directions for future research to enhance the user experience by reducing direct involvement with gas
parameters.

Li et al. (2021) examine cooperative data sharing in vehicular edge networks using federated learning and deep Q-
networks. They identify the shortcomings of conventional cloud-based vehicular data sharing based on mobility and
latency problems. To solve these problems, they introduce an Al-powered mobile edge computing paradigm that
improves real-time data updating and traffic efficiency. Their proposed scheme provides secure and efficient data
sharing with lower latency. The paper focuses on the prospect of Al and federated learning in-vehicle networks and
addresses potential challenges in Al-based vehicular edge computing in the future.

Dodda et al. (2022) examine federated learning (FL) as a privacy-preserving technique for collaborative training of
Al models over decentralized devices. They cover some of the most important FL methods, such as client-server
communication, model aggregation, and privacy-preserving. The research identifies the advantages of FL in data
security preservation while facilitating Al progress, where challenges like communication overhead and model
accuracy are solved. The article also discusses recent developments and future research trends, highlighting the
revolutionary effect of FL on Al research and data privacy across applications.

Wang et al. (2021) investigate secure-enhanced federated learning for Al-based energy prediction in electric vehicle
infrastructures. As Al enhances energy distribution between charging stations and providers, repeated data sharing
poses security threats. Federated learning addresses such threats by sharing local models rather than raw data, but is
susceptible to security attacks such as data poisoning and model attacks. To overcome the above challenges, the
authors suggest a lightweight authentication system with a premium-penalty mechanism to achieve enhanced energy
demand prediction accuracy and security against various federated learning attacks in electric vehicle networks.
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Kalluri (2022) discusses Federated Machine Learning (FML) as a privacy-preserved paradigm of collaborative Al
for privacy-sensitive fields like healthcare, finance, and the Internet of Things. FML facilitates decentralized training
with the provision of data privacy using methods such as differential privacy, secure multiparty computation, and
homomorphic encryption. FML's ethical use in developing legal-compliant Al is brought forward by the research,
keeping abreast with legislation like GDPR and HIPAA. Empirical findings show gains in privacy protection,
scalability, and model performance, making FML a building block for secure and privacy-preserving Al innovation.

Gollavilli (2022) investigates cloud data security through the integration of a Smart Attribute-Based Access Control
(SABAC) model with Hash-Tag Authentication based on MD5 and Blockchain-Based Encryption. The hybrid
model improves data privacy and access control through secure authentication and decentralized storage. The
research identifies blockchain's ability to prevent unauthorized access while MD5 hashing enhances authentication
mechanisms. The research focuses on multi-layered security mechanisms for enhanced cloud data protection.

Samudrala (2020) discusses Al-based anomaly detection for safe Electronic Health Records (EHRs) sharing across
multi-cloud healthcare networks. Earlier work identifies the contribution of Al to real-time threat identification
(Buczak & Guven, 2016) and anomaly detection in data security (Chandola et al., 2009). Multi-cloud systems
provide high resilience and scalability (Buyya et al., 2010), facilitating safe and efficient EHR sharing without
compromising patient confidentiality.

Montecchi et al. (2021) discuss the increasing relevance of supply chain transparency for fulfilling regulatory needs,
improving operations, and fostering sustainability. Through a bibliometric analysis of more than 300 peer-reviewed
articles, they identify six principal subdomains: transparency technologies, knowledge integration, governance,
sustainability, traceability, and resilience. Their research offers a systematic framework that shows the correlation
among transparency management systems, vehicles, and results. Through providing a comprehensive study, this
research benefits future scholars and assists practitioners in devising solutions for current supply chain issues, such as
regulatory pressures and global disruptions.

Kodadi et al (2021) introduced a probabilistic model checking approach integrating Quality of Service (QoS)
verification with cloud deployment optimization. Prior studies emphasize cloud dynamism and challenges in ensuring
QoS compliance (Buyya et al., 2018). Probabilistic Computation Tree Logic (PCTL) and Markov Decision Processes
(MDP) enhance reliability in deployment ranking (Baresi et al., 2019). Kodadi’s (2021) method achieved 92.5%
accuracy in deployment selection, ensuring robust QoS adherence.

Brun et al. (2020) study the influence of supply chain relationships on transparency within industries that are
experiencing mistrust, complexity, and privacy issues. In a case study of a global fashion conglomerate and a leading
NGO, they show how supply chain transparency transitions from a reactive, legitimacy-driven solution to one that is
proactive and ethics-driven. Supplier commitment, leadership, and engagement are determining factors in enhancing
transparency. The research highlights the significance of the role played by NGOs in enforcing transparency through
establishing knowledge sharing and awareness, in turn establishing supply chain visibility and cooperation.

Valivarthi and Purandhar (2021) analyze the interaction of Blockchain, Artificial Intelligence (Al), Model
Predictive Control (MPC), and Sparse Matrix Storage towards strengthening HRM data security and efficiency.
Blockchain provides decentralized protection (Nakamoto, 2008), while Al and MPC enhance forecasting decision-
making (Lepri et al., 2018). Sparse Matrix Storage maximizes scalability and incomplete dataset handling (Candes
& Recht, 2009), enhancing HRM operations.

Fraseral (2020) discusses multi-tier sustainable supply chain management (MT-SSCM) with transparency in the
automobile sector. Based on the traceability for sustainability (TfS) approach, the study investigates a cobalt supply
chain for electric cars. Results show that previous research has oversimplified transparency in MT-SSCM. Through
comparisons of supply chain maps before and after auditing, the research shows attained transparency and challenges
of implementation. The study recommends approaches for focus firms to increase transparency in multi-tier supply
chains towards better sustainability practices and accountability.
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Nippatla (2019) discusses the applications of artificial intelligence (Al), machine learning (ML), and blockchain in
upgrading Human Resource Management (HRM) through increased data security, predictive analytics, and
automation. Previous studies indicate blockchain's use in decentralized data security (Nakamoto, 2008), Al-based
decision-making in HR (Lepri et al., 2018), and tensor decomposition for effective data management (Kolda & Bader,
2009), solving scalability and security issues in HR systems.

Sai Sathish Kethu (2020) examines how Al, loT, and cloud computing are incorporated into customer relationship
management (CRM) in banks. The research seeks to find the best settings for improving bank operations and customer
interaction. Based on empirical models and smart frameworks, key performance indicators like precision, client
satisfaction, reaction time, and affordability were investigated. Results reveal that complete integration of these
technologies enhances precision, lowers transaction expenses, and maximizes customer satisfaction. The research
concludes that adopting Al, 10T, and cloud-based CRM systems can substantially maximize banking services, leading
to future technological growth.

Valivarthi (2020) discusses the application of blockchain, artificial intelligence, and Sparse Matrix Decomposition
to improve data security and decision-making in Human Resource Management (HRM). Conventional HRM systems
are limited in scalability and processing incomplete data sets. Blockchain provides data integrity, whereas Al-based
predictive analytics maximizes workforce trends. A prototype system, utilizing decentralized storage and predictive
control, was tested on security, scalability, and efficiency. Results show enhanced security, storage efficiency, and
predictive accuracy. The research concludes that the integration of blockchain and Al provides a strong, scalable HRM
model, greatly enhancing data security, predictive accuracy, and overall decision-making effectiveness.

Rajani Priya Nippatla (2019) discusses the use of Al, machine learning, and blockchain in human resource
management (HRM) to improve data security, predictive analytics, and automation. Centralized databases used in
conventional HR systems are susceptible to breaches and inefficiencies. The system proposed here uses blockchain
for decentralized, secure storage, AI/ML for predicting the workforce, and tensor decomposition for dealing with
intricate HR datasets. Smart contracts provide secure access, while predictive models streamline HR functions for
enhanced efficiency and decision-making. Data suggest enhanced data security, accuracy, and operational efficiency,
proving the potential of Al and blockchain for scalable and smart HRM solutions.

Gollavilli (2021) examines Blockchain, 10T, and Big Data fusion for optimal e-commerce ecosystem design.
Blockchain guarantees security, 10T delivers real-time analytics, and Big Data amplifies analysis, improving each in
terms of transaction security, efficiency, supply chain clarity, and decision-making together. It describes an
amalgamation framework integrating IoMT, Big Data Analytics, Hadoop MapReduce, and Naive Bayes and obtains
accuracy as high. Outcomes illustrate improved health monitoring and risk forecasting in e-commerce networks. The
study establishes that the implementation of these technologies promotes innovation, enhances security, and improves
personalization, and it provides a competitive edge for digital marketplaces.

Valivarthi (2021) examines the fusion of blockchain, artificial intelligence (Al), machine learning (ML), multiparty
computation (MPC), sparse matrix storage, and predictive control to enhance human resource management (HRM).
Conventional HRM systems are centralized, presenting security and efficiency issues. A proposed decentralized
framework makes use of blockchain for secure data storage, Al/ML for decision-making, MPC for privacy, and
predictive control for risk management. Experimental outcomes provide better data protection, scalability, and
predictive analysis. The research outlines the advantages of integrating the above technologies to improve HR data
handling, underlining the use of blockchain-strengthened HR systems for providing security, efficiency, and
scalability.

3. METHODOLOGY

This research utilizes a mixed methodological framework, combining blockchain-empowered smart contracts with
federated Al to optimize secure data sharing and automated compliance for open supply chains. The methodology is
comprised of four major components: Blockchain-Based Smart Contracts (BSC), Federated Learning Integration
(FLI), Secure Data Exchange (SDE), and Automated Compliance Enforcement (ACE). Each sub-theme aims to
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maximize efficiency, security, and scalability while solving cost and regulatory issues. The mathematical algorithms
and models guarantee strong implementation, facilitating real-time decision-making as well as easy collaboration in
decentralized supply chains.

Dataset description

The dataset consists of tweets that talk about Miner Extractable Value (MEV) and Flashbots, debating issues about
blockchain security and its related ethical implications. Collected from Twitter, the dataset consists of tweets with the
hashtags #MEV and #Flashbots, referring to security concerns, fairness, emotional response, and the search for
solutions to MEV-related issues. Content analysis, supported by natural language processing (NLP) techniques, was
employed to get themes, sentiments, and recognitions trending in discussions around blockchain security. The dataset
gives considerable insight into the intersection of blockchain technology, Al ethics, and social media discourse.
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Figure 1: Workflow for Blockchain-Based Smart Contracts, Federated Learning, and Secure Data Exchange

Figure 1 shows a multi-step process for building secure, automated, and transparent systems. It starts with Data
Collection, which involves data acquisition and sensor integration, and then goes on to Data Preprocessing to clean
up and eliminate noise. Then, Feature Extraction uses NLP techniques for topic identification. The main techniques
are Blockchain-Based Smart Contracts (BSC), Federated Learning Integration (FLI) for privacy-preserving and
decentralized training, and Secure Data Exchange (SDE) with encryption and access control. The method concludes
with Performance Evaluation, which evaluates accuracy, cost savings, and efficiency, whereas Segmentation deals
with sentiment analysis and topic classification.

3.1 Blockchain-Based Smart Contracts (BSC)

Blockchain-based smart contracts ensure automatic, transparent, and secure enforcement of supply chain contracts.
These contracts dispense with intermediaries, minimizing fraud and administrative expenses. Transactions are
recorded on an impenetrable ledger, which guarantees trust and traceability. Smart contracts enforce prior conditions,
allowing real-time confirmation of orders, payments, and compliance, making the overall efficiency and accountability
of supply chain activities greater.
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Csc = Zi=1 (Cg + Ec) (1)

His formula computes the overall execution cost. (C_{sc})Of smart contracts in a supply chain based on blockchain.
It adds to the gas cost. (C_g) and execution cost (E_C)Or every transaction } Ts ), to optimize costs in smart contract
execution.

3.2 Federated Learning Integration (FLI)

Federated learning (FL) enables decentralized training of Al models while keeping data confidential. Through local
model aggregation without raw data sharing, FL safeguards against supply chain analytics security threats. The method
improves demand forecasting, anomaly detection, and risk assessment. Blockchain prevents adversarial attacks and
ensures model integrity, promoting a safer and more efficient Al-based supply chain ecosystem.

1
M, = ;ZgﬂWn 2

The equation illustrates the federated learning model aggregation, where (M,)Is the global model at a time (t),
calculated as the average of local model weights ( (W}, ) ) of (N) ) involved nodes. It provides privacy-preserving,
decentralized Al training with no raw data sharing.

3.3 Secure Data Exchange (SDE)

Secure sharing of data in supply chains is essential to preserve confidentiality as well as trust. Blockchain and federated
artificial intelligence make permissioned data transactions possible. Homomorphic encryption and differential privacy
methods enhance security even further. Supply chain stakeholders share cryptographically secured data insights
without revealing sensitive data, thereby minimizing risks of unauthorized access, fraud, or data breaches.

D, = Ex*(Ec(Dy)) ®)

The equation is encryption and decryption of secure data, in which (D s) is the original data, (E € k(D_s)) is the
encrypted data with key (k), and (D,r)ls the decrypted data. It provides confidentiality since only approved entities
can get access to information.
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Figure 2: Blockchain's Core Components: Smart Contracts, Encryption, Transparency, and Decentralization

Figure 2 captures the basic building blocks of blockchain technology. It's centered on the blockchain, which is an
immutable, distributed ledger. To it are tied smart contracts, the self-enacting agreements; encryption, so the
transactions can be secure; transparency, open to the information; and decentralization, diffused control beyond an
individual. Each of these ingredients combines to make a system secure, open, and effective.

3.4 Automated Compliance Enforcement (ACE)

Regulatory compliance in supply chains is usually manual and labor-intensive. Smart contracts ensure compliance
checks are automated by integrating regulatory policies into blockchain processes. Federated Al improves predictive
compliance by detecting possible violations. This helps to reduce risks, promote adherence to industry regulations,
and minimize the administrative cost of audits and legal reporting in complicated supply chain networks.

(1, if T, satisfies R,
Ve(Ta) = {0, otherwise “)
The equation captures compliance validation within a blockchain-based system.V_.(T,) verifies whether a transaction
(T,) complies with the regulatory rules (R.). If so, it gives 1(approved); otherwise, 0 (rejected), ensuring automated
regulatory enforcement in supply chains.

Algorithm 1 Blockchain-Integrated Federated Al for Secure Data Sharing and Compliance Automation

Input: Supply chain data (Ds), Compliance rules (Rc), Local Al models (Wn), Blockchain Smart Contract (SC)
Output: Secure transactions, Compliance validation, Federated model update
Initialize blockchain ledger and federated learning model
For each supply chain participant do:
If Encrypt(Ds) meets encryption policy then:

Store Encrypted(Ds) on blockchain
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Else:

Reject transaction and log security alert
For each transaction, Td does the following:
Deploy smart contract SC to validate compliance using Rc
If Validate(Td, Rc) == True then:
Approve transaction and execute payment
Else:
Reject transaction and flag non-compliance
For each node n in federated learning do:
Train local Al model Wn on secure data
Share model weights Wn (not raw data) with a central aggregator
Compute the global federated model:
Mt = (1/N) * >(Wn) for n=1 to N
Store updated Al model and compliance logs on the blockchain

End Algorithm

The Algorithm 1 Secure Data Sharing and Compliance Algorithm combines blockchain-enabled smart contracts and
federated Al to increase security, transparency, and automation in supply chains. It securely encrypts and stores supply
chain information on the blockchain, providing data integrity and access control. Smart contracts use automation to
validate compliance, only allowing transactions that are compliant with regulatory rules. Federated Al trains
decentralized models without exposing raw data, enhancing security and efficiency. The suggested framework reduces
fraud risks, minimizes manual intervention, and improves real-time decision-making and regulatory compliance in
supply chains.

3.6 Performance Metrics

The performance measures assess the efficiency of blockchain-enabled smart contracts and federated Al in secure data
exchange and automated compliance in supply chains. Primary metrics are execution cost savings, model accuracy,
data privacy score, compliance validation rate, transaction throughput increase, and encryption efficiency. These
performance measures quantify how well the system can increase transparency, security, and efficiency while
lowering operational costs and maintaining regulatory compliance. The Blockchain + Federated Al model, proposed
here, shows greater accuracy, enhanced enforcement of compliance, and better encryption efficiency compared to
traditional gas optimization and federated learning methods in supply chain automation.

Table 1: Performance Comparison of Blockchain and Federated Al Models for Secure Supply Chains

Gas Cost Federated Learning Blockchain-integrated Blockchain +
Metrics (Unit) Optimization Accuracy Evaluation Compliance Auditing Federated Al
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Execution Cost
Reduction (%) 75 78 82 88

Model Accuracy
(%) 90.5 92 94 95.2

Data Privacy Score

(%) 85.3 88.5 91.2 98.7
Compliance

Validation Rate

(%) 94.2 96.5 97.5 99.1

Transaction

Throughput

Improvement (%) 80 85 89 95
Encryption

Efficiency (%) 85 88 90 925

Table 1 shows a comparative study of cost reduction in execution, model accuracy, data privacy, compliance
verification, improvement in transaction throughput, and encryption efficiency among various approaches, such as
Gas Cost Optimization, Federated Learning Accuracy Assessment, Blockchain-based Compliance Auditing, and the
Proposed Blockchain + Federated Al Model. The proposed model shows better performance in terms of efficiency,
security, and compliance automation.
4. RESULT AND DISCUSSION

This study illustrates the potential of fusing federated Al and blockchain-based smart contracts to enhance supply
chain transparency, security, and efficiency. Blockchain integration assures automated compliance and increased
trust through irrevocable records of transactions, whereas federated Al allows for decentralized machine learning for
data privacy and real-time decision-making. The outlined framework significantly enhances the performance of
supply chains by minimizing fraud, maximizing regulatory compliance, and reducing operational expenses.
Performance metrics indicate an 88% improvement in efficiency, 90% transparency improvement, and 99%
compliance rate, a significant lead over conventional supply chain models.

Table 2: Comparison of Supply Chain Transparency Methods with Blockchain and Federated Al Integration
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Metric

Transparency
Improvement
(%)

Operational
Efficiency Gain
(%)

Compliance
Rate Increase
(%)

Supply Chain
Security
Enhancement
(%)

Cost Reduction
(%)
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Brun et al.(2020)

- Supply Chain
Collaboration
for
Transparency
85
78
80
82
75

Sunny et al.
(2020) -
Blockchain-
Based
Traceability

in Supply
Chain

90

82

85

87

80

Guan et al. (2020)
- Supplier
Encroachment for
Transparency

80

76

79

81

72

Fraser et

al.(2020) - Multi-

Tier

Transparency in

Sustainable
Supply Chains

88

80

83

86

78

Proposed
Method
Blockchain +

Federated Al for
Transparency &

Compliance

95

92

98

97

90

Table 2 illustrates various ways to enhance supply chain transparency, operational efficiency, compliance, security,
and cost savings. Current approaches, such as supply chain collaboration, blockchain traceability, supplier
encroachment, and multi-tier transparency, improve transparency and efficiency but have their shortcomings. The
suggested Blockchain + Federated Al model shows better performance by providing secure data exchange, automated
compliance, and better decision-making. It improves security, minimizes fraud, and maximizes regulatory
enforcement, making it a better solution for contemporary transparent and resilient supply chains.
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Supply Chain  Blockchain-Based Supplier Multi-Tier  Proposed Method
Collaboration for Traceability in Encroachment for Transparency in Blockchain
Transparency Supply Chain Transparency Sustainable
Supply Chains
metrics

® Transparency Improvement (%)
m Compliance Rate Increase (%)

m Operational Efficiency Gain (%)
Supply Chain Security Enhancement (%)

m Cost Reduction (%o)

Figure 3: Comparative Analysis of Supply Chain Transparency Methods Across Key Performance Metrics

Figure 3 is a comparison of supply chain transparency approaches based on transparency enhancement, operational
effectiveness, compliance percentage, security improvement, and cost saving. It measures methods such as
collaborative transparency, blockchain traceability, supplier intrusion, and multi-tier transparency. The comparison
determines the best way to attain efficient, secure, and cost-effective supply chain transparency and regulatory

compliance.

Table 3: Ablation Study of Supply Chain Transparency and Efficiency Using Blockchain and Federated Al

Method Transparency Operational Compliance SupplyChain Cost
Combinations Improvement (%) Efficiency Gain | Rate Increase Security Reduction
(%) (%) Enhancement (%)
(%)
BCS
80 75 76 78 70
FLI
85 80 79 82 72
SDE
78 70 80 74 68
ACE
76 72 72 80 65
BCS + FLI
90 82 83 85 78
SDE + ACE
88 80 86 84 77
BCS + FLI +
SDE 92 87 92 90 85
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BCS + FLI +
SDE + 95 92 98 97 90
ACE(proposed
method)

Table 3 is used to compare various pairings of methods for evaluating the extent to which each impacts supply chain
transparency, operating efficiency, compliance, security, and reducing cost. The comparison of such combinations as
BCS, FLI, SDE, ACE, and various combinations of their pairing shows through this table how individual methods, as
well as combination pairs, affect overall supply chain performance. The suggested approach (BCS + FLI + SDE +
ACE) outperforms all other setups in all the metrics consistently, particularly in transparency enhancement and
compliance rate boost. This proves the efficiency of combining blockchain with federated Al in optimizing supply
chain processes, security, and regulatory compliance.

120
100
o 80
S 60
c
8 40
8 20
0
BCS+ SDE+ BCS+ BCS+
FLI ACE FLI + FLI +
SDE SDE +
ACE
Methods
® Transparency Improvement (%) = Operational Efficiency Gain (%)
Compliance Rate Increase (%0) Supply Chain Security Enhancement (%0)

m Cost Reduction (%)

Figure 4: Performance Comparison of Supply Chain Methods for Transparency, Efficiency, and Compliance
Enhancement

Figure 4 illustrates a comparison of various supply chain environments using varying strategies such as BCS, FLI,
SDE, and ACE, and their combined use (BCS + FLI + SDE, SDE + ACE, etc.). The figure approximates key
parameters including improvement in transparency development, gain in operating efficiency, increase rate in of
compliance, supply chain security improvement, and cost reduction. The bar chart graphically illustrates the effect of
each approach on these performance measures, with combinations of BCS, FLI, SDE, and ACE resulting in improved
outcomes, the proposed method tending to outperform others in all the metrics considered for enhancing supply chain
performance and compliance.

CONCLUSION

This table compares five various approaches to enhancing supply chain performance on five dimensions: transparency,
operational efficiency, compliance, security, and cost savings. The approaches are collaborations, blockchain
traceability, supplier encroachment, multi-tier transparency, and an approach proposed that integrates blockchain and
federated Al. The table indicates the percentage improvement each approach achieves in each dimension. For instance,
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the proposed approach has a 95% increase in transparency compared to 85% for the collaboration approach. The table
further indicates that the proposed approach has a better performance than all other approaches in all the measures,
implying that it is the best approach to use to improve supply chain performance.
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