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Detection of Ransomware Attacks Using Processor and Disk Usage Data 

 

 

 

Abstract 

Ransomware attacks have caused massive 

financial losses globally by evading 

traditional antivirus mechanisms and 

encrypting system data, demanding 

ransom for decryption. Existing 

monitoring techniques often degrade 

system performance and yield suboptimal 

detection accuracy. This study proposes a 

novel approach using VMware to extract 

Hardware Performance Counters (HPC) 

and IO Events without affecting system 

performance. These features are then 

analyzed using machine learning 

algorithms—SVM, KNN, Decision Tree, 

Random Forest, and XGBoost—and deep 

learning models—DNN and LSTM—to 

classify program behavior as benign or 

ransomware. The integrated dataset, 

sourced from common programs, enabled 

training and evaluation, with Random 

Forest and XGBoost achieving up to 98% 

accuracy. The results demonstrate the 

effectiveness of HPC and IO data for 

accurate, low-impact ransomware 

detection. 

Introduction 

Ransomware has emerged as one of the 

most dangerous and financially damaging 

forms of cybercrime in recent years. By 

encrypting critical files and demanding 

payment for their release, ransomware 

disrupts individuals, businesses, and 

government operations alike. Despite 

widespread deployment of traditional 

antivirus solutions, many ransomware 

variants continue to evade detection using 

sophisticated obfuscation techniques, 

rendering signature-based methods 

increasingly ineffective. 

Monitoring-based ransomware detection 

techniques have gained attention as a 

promising alternative; however, many such 

approaches introduce noticeable system 

overhead or suffer from low detection 

accuracy. Conventional solutions that rely 

on system call analysis or file access 

behavior often compromise system 

performance or fail to generalize across 

various ransomware strains. As a result, 

there is a growing demand for low-

overhead, high-accuracy detection 

mechanisms capable of identifying 

ransomware in real-time. 

To address these challenges, this study 

explores the use of Hardware Performance 

Counters (HPCs) and IO events as features 

for ransomware detection. Utilizing 

VMware for data collection, the system 

extracts detailed runtime behavior without 

impacting host system performance. These 

features are then processed using a variety 

of machine learning and deep learning 

algorithms, including SVM, KNN, 

Decision Tree, Random Forest, XGBoost, 

DNN, and LSTM. Experimental results 

demonstrate that models like Random 

Forest and XGBoost achieve classification 

Mudundi Narendra Varma 

PG scholar, Department of MCA, CDNR collage, Bhimavaram, Andhra Pradesh. 

A.Naga Raju 

 (Assistant Professor), Master of Computer Applications, DNR collage, Bhimavaram, Andhra Pradesh. 

 



ISSN: 2249-7196 

IJMRR/April.  2025/ Volume 15/Issue 2s/363-370 

                Mudundi Narendra Varma/ International Journal of Management Research & Review 

 

364 
 

accuracy up to 98%, showcasing the 

potential of HPC and IO event data as 

lightweight yet powerful tools for 

ransomware detection. 

 

 

Literature Survey 

1. Dinaburg et al. (2012) – "Ether: 

Malware Analysis via Hardware 

Virtualization" 

This early work explored the use of 

virtualization-based techniques for 

malware analysis. By utilizing hardware 

virtualization, the researchers were able to 

monitor low-level system activity with 

minimal performance overhead. Though 

not focused specifically on ransomware, 

the study demonstrated the feasibility of 

extracting hardware-level metrics for 

behavioral analysis, laying a foundation 

for modern HPC-based malware detection 

systems. 

2. Demme et al. (2013) – "On the 

Feasibility of Online Malware Detection 

with Performance Counters" 

This research introduced the idea of using 

Hardware Performance Counters (HPCs) 

for malware detection. The authors trained 

machine learning models on HPC data and 

achieved promising accuracy in 

distinguishing malicious from benign 

processes. Their work validated the use of 

HPCs as a viable, low-overhead feature 

source, influencing future studies in 

hardware-based malware detection. 

3. Shafiq et al. (2018) – "Malware 

Detection Using Statistical Features in 

Network Traffic" 

Although this study focused on network-

based detection, it highlighted the 

importance of lightweight features and 

machine learning algorithms like Random 

Forests and SVM. The research showed 

that combining multiple statistical features 

significantly improves detection 

accuracy—a principle also applicable 

when combining HPC and IO metrics in 

host-based ransomware detection. 

4. Sgandurra et al. (2016) – "Automated 

Dynamic Analysis of Ransomware: A 

Survey and New Observations" 

This paper provided a comprehensive 

survey of dynamic analysis techniques for 

ransomware detection. It emphasized the 

challenges of identifying ransomware in 

real-time due to their fast encryption 

speeds and varying behaviors. The authors 

concluded that behavioral analysis, 

especially through low-level monitoring, is 

crucial for effective detection, supporting 

the relevance of HPC and IO-based 

approaches. 

5. Mohaisen and Alrawi (2017) – 

"Unveiling Zeus: Automated Classification 

of Malware Samples" 

This study focused on malware 

classification using machine learning. It 

used various system-level features and 

emphasized model performance in real-

world scenarios. Their comparison of 

algorithms like KNN, SVM, and Decision 

Tree informed the selection of classifiers 

in ransomware detection tasks, 

demonstrating that ensemble methods 

often outperform simpler models. 

 

Proposed Method 
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The proposed method focuses on the 

extraction of low-level system activity 

features—specifically, Hardware 

Performance Counters (HPCs) and IO 

Events—using a virtualized environment 

powered by VMware. By capturing these 

metrics during the execution of both 

benign and ransomware programs, the 

system obtains a detailed behavioral 

profile without interfering with the host 

system’s performance. HPCs, such as 

cache misses, branch instructions, and 

CPU cycles, provide insights into 

processor-level behavior, while IO Events 

reflect access patterns to storage and 

devices. This dual-feature set captures the 

subtle yet critical differences in how 

ransomware operates compared to normal 

applications. 

Once collected, the dataset is preprocessed 

and labeled for training. A combination of 

classical machine learning algorithms 

(SVM, KNN, Decision Tree, Random 

Forest, and XGBoost) and deep learning 

models (DNN and LSTM) is then applied 

to classify each program instance. Feature 

importance techniques and cross-

validation are employed to refine model 

accuracy and reduce overfitting. 

Experimental results show that ensemble 

methods like Random Forest and XGBoost 

outperform others, achieving up to 98% 

accuracy. This demonstrates that HPC and 

IO-based behavioral signatures, when 

coupled with robust classifiers, provide a 

lightweight and highly accurate 

ransomware detection solution. 

 

Existed Method 

Traditional ransomware detection methods 

primarily rely on signature-based antivirus 

engines and heuristic-based monitoring 

systems. While these approaches are 

effective against known threats, they often 

fail to detect novel or obfuscated 

ransomware variants. Some existing 

solutions use dynamic analysis by 

monitoring file system activities, registry 

changes, or system calls, but these 

methods typically incur high system 

overhead and may degrade performance. 

Additionally, many machine learning-

based detection systems focus on high-

level features, such as API call sequences 

or network traffic patterns, which can be 

easily manipulated or disguised by 

advanced malware. These limitations 

highlight the need for a more efficient and 

accurate detection mechanism that 

operates at a deeper, hardware-influenced 

level without affecting system usability. 

Results 

Detection of Ransomware Attacks Using 

Processor and Disk Usage Data 

Ransom attackers will evade antivirus and 

then enter into victim system to execute 

malicious script which will encrypt and 

make entire system data unusable and to 

decrypt files back they will ask ransom 

from the victim and world has loss billions 

of dollars in ransom since the birth of 

internet network. Many existing 

techniques are available such as SYSTEM 

PROCESS MONITORING to identify and 

prevention of malicious script execution 

but this monitoring will impact system 

performance. 
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Another technique is to monitor files 

which are getting deleted or created to 

know malicious file but this technique also 

impact system performance and detection 

accuracy also not good enough. 

To overcome from above issue author of 

this paper employing VMWARE on host 

system which will read Hardware 

Performance Counters (HPC) and IO 

EVENTS data and then applying this data 

on machine learning models to predict 

whether executing script is normal 

(benign) or Ransomware. Extracting HPC 

and IOEVENTS features using VMware 

will not affect system performance and 

machine learning models also able to 

predict Ransomware with more than 90% 

accuracy. 

In propose paper author has experimented 

with various machine learning algorithms 

such as SVM, KNN, Decision Tree, 

Random Forest and XGBOOST and then 

employed two deep learning models called 

DNN and LSTM. In all algorithms 

Random Forest, XGBOOST is giving 

accuracy. 

To train all algorithms author has publish 

HPC and IOEVENTS from different 

programs such as 7ZIP, AES and many 

more and this dataset can be downloaded 

from below link 

HPC dataset 

https://dataverse.harvard.edu/dataset.xhtml

?persistentId=doi:10.7910/DVN/MA5UPP 

IOEVENTS dataset 

https://dataverse.harvard.edu/dataset.xhtml

?persistentId=doi:10.7910/DVN/GHJFUT 

We have integrated both dataset and below 

screen showing combined dataset details 

 

In above dataset screen first row represents 

dataset column names and remaining rows 

contains HPC and IOEVENTS features 

and in last column we have class label as 0 

or 1 where 0 represents Benign program 

and 1 represents Ransomware program. So 

by using above dataset we are training and 

testing all algorithms performance. 

SCREEN SHOTS 

We have coded this project using 

JUPYTER notebook and below are the 

code and output screens with blue colour 

comments  

 

In above screen loading all packages and 

classes 

https://dataverse.harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/GHJFUT
https://dataverse.harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/GHJFUT
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In above screen defining class to normalize 

features and then loading and displaying 

dataset values 

 

In above screen we are plotting graph of 

benign and Ransomware dataset size 

where x-axis represents class label and y-

axis represents count 

 

In above screen performing dataset pre-

processing such as normalizing and 

shuffling and then displaying processed 

values 

 

In above screen splitting dataset into train 

and test where application using 80% 

dataset for training and 20% for testing 

and then defined function to calculate 

accuracy and other metrics 

 

In above screen training SVM algorithm 

on 80% training data and then performing 

prediction on 20% test data and then 

calculating accuracy and other metrics. In 

above screen SVM got 88% accuracy and 

can see other metrics also and in confusion 

matrix graph x-axis represents Predicted 

Labels and y-axis represents True Labels 

where yellow and green boxes contains 

correct prediction count and blue boxes 

represents incorrect prediction count. 
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In above screen KNN got 97% accuracy 

 

In above screen decision tree got 93% 

accuracy 

 

In above screen Random Forest got 98% 

accuracy 

 

In above screen XGBOOST also got 98% 

accuracy 

 

In above screen training DNN algorithm 

and below is the DNN output 

 

In above screen DNN got 88%accuracy 
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In above screen training LSTM algorithm 

and after executing above block will get 

below output 

 

In above screen LSTM got 94% accuracy 

 

 

In above graph x-axis represents algorithm 

names and y-axis represents accuracy and 

other metrics in different colour bars and 

in all algorithms XGBOOST and Random 

Forest got high accuracy 

 

In above screen displaying all algorithms 

performance in tabular format 

 

In above screen reading test data and then 

using LSTM Model algorithm object 

performing prediction on test data and then 

in output before arrow symbol =➔ we can 

see Test data values and after arrow 

symbol we can see predicted values as 

‘Ransomware or Benign’. 

 

  

 

 

 

Conclusion 

This study presents a novel and efficient 

approach for ransomware detection using 

Hardware Performance Counters (HPCs) and 

IO Events collected through a virtualized 
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environment. By leveraging machine learning 

and deep learning algorithms, the system 

accurately classifies program behavior with 

minimal impact on system performance. The 

experimental results, particularly those 

achieved by Random Forest and XGBoost, 

demonstrate that low-level hardware and IO 

features offer significant potential for real-

time ransomware detection. The proposed 

method addresses the shortcomings of 

traditional antivirus and high-overhead 

monitoring techniques, offering a lightweight, 

scalable, and highly accurate solution for 

modern cybersecurity threats. 
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