
ISSN: 2249-7196 

       IJMRR/April.  2025/ Volume 15/Issue 2s/377-386 

                Muthyala Bhuvana Chandrika/ International Journal of Management Research & Review 

 

377 
 

Spammer Detection and Fake User Identification on Social 

Networks 

 

 

Abstract 

This study explores various methods for 

detecting Twitter bots and spam content, 

specifically focusing on analyzing Twitter 

data to identify fake accounts, spam URLs, 

and trending topics. The research utilizes 

multiple machine learning algorithms, 

including Naive Bayes and Random Forest, 

to classify tweets and user behavior. The 

analysis involves importing JSON-formatted 

tweets from multiple users and processing 

the dataset through a series of steps, 

including detecting fake content and 

assessing account authenticity. A key 

approach in the study is the application of 

Extreme Machine Learning (EML) 

algorithms, which improve upon traditional 

methods, offering an accuracy of 87.5% in 

identifying fake accounts compared to 50% 

accuracy achieved by Random Forest. 

Furthermore, a prediction accuracy  

 

comparison is provided to demonstrate the  

effectiveness of EML over Random Forest. 

The study also presents graphical 

representations of detection results, 

showcasing the performance of various 

algorithms in classifying legitimate and fake 

accounts. In conclusion, the research 

contributes to the ongoing development of 

spam detection systems for social media 

platforms, emphasizing the need for further 

investigations into false news recognition 

and rumor detection to address the negative 

societal impacts of misinformation. 

 

1. INTRODUCTION 

With the invention of the Internet, finding 

any kinds of info from anywhere in the 

globe has never been easier. Due to the 

growing popularity of social networking 

sites, people are able to gather an enormous 

quantity of private information on one 

another. Fake users are often drawn to these 

sites because of the large amounts of data 
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they have access to. In the last several years, 

Tweets has quickly get to be an official site 

for actual consumer data. When it comes to 

sharing news, ideas, and sometimes even 

emotions, Tweeting is an OSN that lets users 

do just that. A wide range of debates may be 

had on a variety of subjects, including 

politicians, news affairs, and historical 

events. When a person tweets anything, the 

data is directly shared with their follows, 

enabling them to disseminate it to such a 

larger audience. The necessity to investigate 

and evaluate user behaviour on social 

websites has grown as OSNs have 

developed. Swindlers might take advantage 

of the ignorance of many individuals when it 

comes to OSNs. Those that utilise OSNs 

only for commercial purposes and junk mail 

other users' identities need to be dealt with. 

Scientists have previously been interested in 

finding advertising on social networks. In 

order to keep online platforms safe, spam 

identification is a demanding job. Detecting 

spam on OSN sites is critical to protecting 

people from such a variety of dangerous 

assaults and preserving their safety and 

confidentiality. Using these dangerous 

tactics, fraudsters devastate communities in 

the actual life. It's not uncommon for 

spammer to use Twitter to promote bogus 

news, rumours, and unplanned tweets, 

among other things. To spread their 

destructive emails, spammers use a variety 

of methods, including ads and a variety of 

other mailing lists. They then send spams at 

random to let the world know about their 

agenda. As a result, the originating users—

also referred to as "non-spammers"—are 

annoyed. The OSN platforms' reputation is 

also tarnished as a result of this. As a result, 

devising a strategy for identifying fraudsters 

is critical in order to counteract their 

nefarious actions. There have been a number 

of studies done on Twitter spam filtering. 

The current state-of-the-art has also included 

a few polls on false Twitter identity 

verification. According to Tingmin et al., 

Tweets spam detection is becoming more 

sophisticated. Recent techniques are 

compared in the research above. On the 

other side, a survey of fraudsters on Twitter 

was done by the authors, who found a wide 

range of activities. In addition, a review of 

the literature shows that fraudsters are active 

on the Twitter online community. A void 

remains in the literature available despite the 

many investigations. As a result, in order to 

fill the void, we examined the most recent 

developments in Twitter bot detection and 

false identity management. In addition, a 
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vocabulary of Twitter spamming detection 

algorithms is presented in this study, which 

aims to provide a comprehensive account of 

current advancements in the field. It is the 

focus of this study to discover many 

methods for detecting spam on Twitter, as 

well as to propose a lexicon that categorises 

these methods. There are four ways to notify 

spamming that we've found useful in 

classifying bogus user IDs. False 

information, URL-based spamming 

detection, spam tracking in popular subjects, 

and fake online identifying are all ways to 

spot spammers. Additionally, it helps 

consumers understand and appreciate new 

methodology' relevance and efficacy by 

comparing their aims and outcomes. 

LITERATURE SURVEY 

Twitter fake account detection: 

Millions of individuals throughout the globe 

use social media platforms like Twitter and 

Facebook, and their interactions with these 

websites have had an impact on their lives. 

The rise in popularity of online 

communication has led to a variety of issues, 

along with the dissemination of dangerous 

material via the use of unauthorized charges. 

In the actual life, this might have a 

devastating effect on society. A 

classification model for identifying bogus 

Twitter handles is presented in our research. 

Preprocessing our information using the 

Efficiency Minimization Discretization 

(EMD) method on arithmetic characteristics 

was followed by a Nave Bayes analysis. 

Detecting spammers on Twitter: 

Many people now use online platforms to 

keep in touch with loved ones, keep up with 

the latest media, and engage lively debates 

about current affairs. People devote 

considerable time saving and exchanging 

their confidential info on that well social 

networks (e.g., Facebook, Twitter, etc.). 

Dangerous users are drawn to this 

knowledge and the ability to communicate 

with large numbers of others. These 

criminals abuse the trust among users to 

accomplish their nefarious goals, such as 

creating malicious content in posts and 

tweets, spreading false news, sending out 

unwanted communications to genuine users, 

and much more. With the purpose of 

improving current spam detection 

techniques, we analyse the characteristics of 

junk twitter users in this research. Several 

new characteristics that are more successful 

and resilient than previously utilised criteria 

(e.g., number of followings/followers, etc.) 
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are employed to identify Tweets spammers. 

A variety of well-known machine learning 

methods, including k-Nearest Neighbor, 

Decision Tree, Naive Bayesian, Random 

Forest, Logistic Regression, Svms, and 

eXtreme Gradient Boosting, were used to 

assess the suggested collection of 

characteristics (XG-Boost). Various 

assessment criteria are used to make 

comparisons the classifications' 

performances.. As part of this study, we 

evaluated our suggested method in 

comparison to four other recent state of the 

art methods. The suggested feature set 

outperforms current state-of-the-art 

techniques, according to the findings of the 

analysis. 

Existing System 

Millions of citizens use online social sites on 

a daily basis. Social media sites like 

Facebook and Twitter have a significant 

influence on users' everyday lives, often in 

ways they don't intend. There has to be an 

investigation of fake media identifying on 

social networking sites due to the obvious 

serious consequences for both individuals 

and society as a whole. Social networking 

sites spam can't be identified with the 

current techniques in place.. 

Disadvantages of Existing System: 

Currently in place techniques were 

inefficient. 

Proposed System 

In the this research, we looked at several 

methods for identifying Twitter spammers. 

The ontology of junk detection methods on 

Tweets was also provided and characterised 

as bogus materialness, Website address 

spam filters, and spam filtering in hot topics. 

In addition, we examined the methods 

offered based on a variety of criteria, 

including user characteristics, content 

characteristics, graph characteristics, 

structure characteristics, and temporal 

characteristics. In addition, the strategies 

were evaluated based on the aims they 

sought to achieve as well as the databases 

they utilised. 

Advantages of Proposed System: 

Spammers as well as spam messages may be 

easily detected using this method. 

Results 

 

To launch this project,  double click the 

‘run.bat' file. 
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Click the 'Upload Twitter JSON Format 

Tweets Dataset' button and then select the 

tweets folder into the area provided. 

 

I'm importing a 'tweets' folder containing 

JSON-formatted tweets for multiple people 

on the above page. To begin reading tweets, 

simply press the open button. 
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We can see plenty of tweets from all of the 

individuals that have been imported into the 

screen above. On the 'Load Naive Bayes To 

Analyze Tweet Text or URL' box, click the 

Naive Bayes classifier. 

 

 

 

 

 

 

 

 

The EML algorithm is used to carry out 

extension operations. 

That double tap on "run.bat" will bring you 

this screen, which you may use to launch 

your project. 

 



ISSN: 2249-7196 

       IJMRR/April.  2025/ Volume 15/Issue 2s/377-386 

                Muthyala Bhuvana Chandrika/ International Journal of Management Research & Review 

 

383 
 

Click 'Upload Twitter JSON Formatting 

Tweets Dataset' box in the previous screen 

to update dataset. 

 

You may load a tweets database by clicking 

on the 'Select Folder' button on the top 

screen, which brings you to the next screen. 

 

To begin analysing tweets and generating 

computational properties, click the 'Load 

Nave Bayes To Analyze Tweet Text or 

URL' button. 

 

When you're done reading through tweets, 

click on the 'Detect Fake Content, Spam 

URLs, Trending Topics and Fake Accounts' 

button in the upper right-hand corner of the 

page. 

 

To develop a deep learning model based on 

the aforementioned data, click on the 'Run 

Random Forest For Fake Account' option. 

This will allow us to forecast if new account 

information will be normal or include junk 

based on the analysis of all users' accounts 

performed using the nave bayes method. 
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There are 36 accounts in our dataset, and we 

used 80 percent of them for training and just 

eight of them for testing using random 

forest, which resulted in a sample data 

prediction of 50%. Please choose "Run 

Extension Extreme Machine Learning 

Algorithm" to construct a training program 

and obtain prediction for test data using the 

above data. 

 

Extending the intense neural network 

architecture yielded an accuracy of 87.5 

percent, making it more accurate than 

random forest at predicting whether an 

acc

oun

t is 

pho

ney 

or 

not. 

The

re is a chance that the accuracy for every run 

will be affected by the random allocation of 

training and test data. In order to compare 

random forest with extreme machine 

learning, select the 'Prediction Accuracy 

Comparison between Random Forest & 

Extreme ML' button. 

 

This graph shows the names of the 

algorithms and the success of those 

algorithms on the y-axis. It is clear from this 

graph that updated improves strategy 

performance. Press on the "Detection 

Graph" button to see the total number of 

accounts, both false and legitimate ones. 

graphearning 
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This graph shows the number of different 

sorts of accounts, with the y-axis 

representing the types' corresponding 

counts. 

 

 CONCLUSION 

In this research, we looked at various 

methods for identifying Twitter bots. The 

taxonomic of spam methods for the 

detection on Tweets was also provided and 

characterised as false content monitoring, 

URL-based spam email, and spam detection 

in hot topics and fake troll detection 

methods. Other factors, including insight 

into potential, functionality, graph 

capabilities, organizational features, and 

temporal feature comparisons were also 

made. There was also a comparison of the 

approaches in terms pf their stated 

objectives and statistics used. In the hopes of 

making it easier for academics to access the 

most up-to-date insight into current Twitter 

spammer detection equipment, the review 

offered here is expected to be of use. 

Investigations on spam rate and prevention 

multifactor authentication on Twitter has 

made significant progress, however there are 

still areas that need to be addressed. Below 

we've outlined a few of the key points: 

There has to be an investigation of false 

news recognition on social platforms 

because of the negative consequences for 

both individuals and society as a whole. 

Identification of rumour origins on social 

media should also be looked at as a related 

subject of interest. There have previously 

been a few experiments based on empirical 

methods to identify the origins of rumours, 

but more complex approaches, such as 

communication channels dedicated to 

community methodologies, can be used 

because of their demonstrated usefulness. 
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